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Abstract: 
Cloud computing is the web based empowering influence for sharing of innovative infrastructural assets. 
Cloud computing cuts down its cost utilize. As it doesn't require substantial capital consumption and 
requirement for exceedingly talented IT experts to construct and deal with the foundation, range and size 
of Cloud applications will undoubtedly develop colossally. Amazon, Microsoft Azure, Google cloud stage, 
IBM distributed computing, VMware are a portion of the cases of cloud specialist organizations. This 
paper talked about how Cloud Computing defeat the issues of Traditional servers and furthermore it 
expects to give a quickly creating propels in the specialized establishments of Cloud computing and their 
research efforts.  
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I.INTRODUCTION TO TRADITIONAL SERVER 
 

A "server" is a PC that the client doesn't sit before and type. A PC can be utilized specifically as a 
"customer". Customer PCs interface with servers when they require some data. The servers some time 
converse with different servers to get the required data. For instance, the servers at Google will converse with 
the servers at facebook to get data that permits google quests to discover facebook related issues. Customers 
seldom converse with different customers without experiencing a server. The better comparision for a 
conventional server in our day by day life is, the point at which we need to purchase a chocolate or a pen, we 
don't have to go to a processing plant to get them. In any case, , just we can get them from an adjacent grocery 
store. 

When this example is applied to traditional server concept, the process would be more complex. We 
should go to the factory, where all the pens are made, and we should place a requisition letter for a pen, which 
sounds something weird and then the factory will deliver our pen through a mediator again. This is so hard to 
imagine. In those days this is how surfing internet went. Companies used to have large number of servers for 
their computing requirements. When a company owns a lot of servers, they’ll probably build a special 
building called a “Data Center” or a “Server Farm” to house them all. There are many types of server’s like 
exchange server, SQL server, the file server etc., depending upon their function. 

 
Disadvantages of Traditional Servers: Apart from all these hazels we also have many disadvantages with 
the traditional servers. The user might have come across the term “server unreachable” or “server down”. It 
is infuriate when the server goes down and we have an emergency need of it. A server can be down 
(unreachable) for one or multiple reasons given in the below table1: 

Table: 1 Multiple reasons for a Server down 
S.No Reason Explanation 

1 server is physically off In this case, the server has to be trouble shooted by an onsite 
technician (or started/rebooted remotely at the power level) 

2 Not connected to the 
Network cable or card 

In this case the server can be accessed remotely via a KVMIP / 
IPMI for troubleshooting purposes. 
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3 Misconfiguration at 
the network level 

In this case the server can be accessed remotely via a KVMIP / 
IPMI or from another local server (if available) for 
troubleshooting purposes. 

4 Firewall blocking the 
traffic (in and/or out) 

In this case the server can be accessed remotely via a KVMIP / 
IPMI or from another local server (if available) for 
troubleshooting purposes. 

5 Issues at the upper levels The service level is not started/ crashed/ misconfigured etc. he 
application level for misconfiguration or Lack of resources etc. 

6 Issues caused by DoS  Distributed Denial of Service(Dos) attacks which can impact the 
server availability at different levels based on the type of the 
attacks. 

7 Issues triggered by the 
provider 

Issues triggered by the provider/or his partners by blocking/null-
routing the traffic (in/out) for security reasons (spam, blacklist) 
etc. 

 
 

II. CLOUD COMPUTING  
Cloud computing replaced traditional server concept to overcome several computational problems. 

Cloud is a system where technology services are delivered using internet technologies, while traditional 
computing delivers technology services using dedicated machines and private networks. Since cloud-based 
services are billed in very small increments, you can quickly configure and launch a wide range of projects. 
And since the resources are all virtual, launching them as part of an experiment or to solve some short term 
problem and then killing them off when you’re done, will often keep cloud computing at good position. Cloud 
computing in very simple terms, is basically where a company uses someone else computing services (usually 
over the internet) instead of having to run that software on their own computers. In our very small business, 
we can't afford to have an IT department and people to manage our internal services.  But we still need to use 
a variety of software, some simple examples are: accounting, file storage, shared calendars, shared contacts, 
etc.  So we use a range of cloud computing services such as Dropbox, Google Calendar. 
2.1. Need of cloud computing  
cloud computing is useful is because it allows computing resources to be minimised - instead of 100 
companies running one server each just to host some shared calendars, these 100 companies could instead 
use cloud computing services offered by a cloud computing provider, who would run just one server to serve 
up calendars for each of the companies.  Each of the 100 companies now pay the fraction of the price to have 
shared calendars, and the cloud computing provider only has to run one server to serve all these companies[1], 
so would be a great solution which reduces operation cost and supports small scale IT industries. The simpler 
instance is instead of every house having their own full time car mechanic, doctor, plumber, electrician; we 
were to put all these people in a centralized location, and people shared out their services.   

 

 
2.3. Benefits of cloud computing: The best part of the cloud computing environment is the service you use 
is provided by someone else and managed on your behalf. If you're using Google Documents, you don't have 
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to worry about buying umpteen licenses for word-processing software or keeping them up-to-date. Nor do 
you have to worry about viruses that might affect your computer or about backing up the files you create. 
Google does all that for you. 
a).Elastic: Scalability is one of the most attractive prospects of a good cloud platform. as application 
developer always keep elasticity  in mind while developing an application, cloud computing takes  the burden 
off from them when there a sudden rise in the number of application users. The system stays responsive under 
varying workload. Cloud computing Systems can react to changes in the input rate by increasing or decreasing 
the resources allocated to service these inputs. This implies designs that have no contention points , resulting 
in the ability to replicate components and distribute inputs among them. Thus they are elastic in nature. [2]. 
b).Reduction of Cost: The main benefit of cloud computing is that it leads to a significant reduction in costs. 
This reduction is from a decrease in operating and maintenance costs. You only pay for capacity when you 
need it that is “pay as you go” pricing model[3]. And also, installing a server for you company can cost a bit 
of money, maintaining and fixing costs also follows. Instead, utilize the cloud and another company’s servers. 
This saves costs on hiring more IT staff and equipment. 
c).Accessibility and efficiency: Another benefit is the accessibility of the cloud. As long as you have an 
internet connection you can access your data from anywhere [4]. Your data is safer as well. Since your data 
is stored in a secure data centre instead of your server room, losing power does not affect the cloud. Many 
service providers maintain 99.99% uptime. Your data is always accessible via an internet connection. 
 

III.DIFFERENT SERVICES OF CLOUD 
Services available in cloud computing:  Different services are available by the cloud. The three major 
services are Infrastructure as a service, platform as a service and software as a service.  
Infrastructure as a Service (IaaS):    Infrastructure as a Service (IaaS) as a service provided through the 
cloud. The user is able to manage the process, storage, networks and other computing resources. This type of 
platform can provide possibilities for businesses, where equipment can be used in different ways and forms, 
such as servers, hardware, and storage space like a pay-per-use service. The below figure 2, illustrates the 
different services of cloud computing. 

 
Platform as a Service (PaaS)     : Platform as a Service (PaaS) is another type of service provided to the 
cloud user. This service provides the user with the applications created for the consumer. Platform as a service 
is not handling the infrastructure, only the applications and its related parts are handled.             
Software as a Service (SaaS): Service (SaaS) is a service that provides the user with accessibility to the 
application created by the provider. This application is running on a cloud infrastructure . SaaS is accessible 
from different locations and clients and is provided through a thin-client interface which is known as the web 
browser. The below figure shows that the cloud clients are connect to different cloud services. 
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IV. VARIOUS CLOUD SERVICE PROVIDERS 
Amazon Web Services, There are many services provided by this organization such as: Amazon’s 

EC2. Amazon’s EBS and Amazon’s S3 and many more. 
a).AMAZON S3: Amazon S3 (Simple Storage Service) is an online file storage web service offered by 
Amazon Web Services. Amazon launched S3, its first publicly available web service, in the United States in 
March 2006 and in Europe in November 2007. We can connect S3 services to our web and mobile app to 
store the files directly on cloud and access them directly from there to be used. we can also host a website in 
Amazon S3 (PaaS) [2]. Most of the companies storing the documents, images and other files to S3. The 
working process in Amazon s3 is shown in figure: 1. 
 

 
To upload data like video, documents, images etc. We first have to create a bucket in any of the AWS region 

like AWS Asia Pacific (Mumbai). Every object stored in Amazon S3 resides in a bucket. We can group 

different objects using buckets same way like we use the directory for grouping files. 

b).MICROSOFT AZURE: Microsoft Azure, formerly known as Windows Azure, is Microsoft's public 
cloud computing platform. It provides a range of cloud services, including those for compute, analytics, 
storage and networking. Users can pick and choose from these services to develop and scale new applications, 
or run existing applications, in the public cloud. Microsoft Azure is widely considered both a Platform as a 
Service (PaaS) and Infrastructure as a Service (IaaS) offering. Microsoft categorizes Azure services into 11 
main product types: 

1. Computing – these services provide virtual machines, containers, batch processing and remote 
application access. 

2. Web and mobile – these services support the development and deployment of web and mobile 
applications, and also offer features for API management, notification and reporting. 

3. Data storage – this category includes Database as Service offerings for SQL and NoSQL, as well 
as unstructured and cached cloud storage. 
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4. Analytics – these services provide distributed analytics and storage, as well as real-time analytics, 
big data analytics, data lakes, machine learning and data warehousing. 

5. Networking – this group includes virtual networks, dedicated connections and gateways, as well 
as services for traffic management, load balancing and domain name system (DNS) hosting. 

6. Media and content delivery network (CDN) – these services include on-demand streaming, 
encoding and media playback and indexing. 

7. Hybrid integration – these are services for server backup, site recovery and connecting private and 
public clouds. 

8. Identity and access management (IAM) – these offerings ensure only authorized users can employ 
Azure services, and help protect encryption keys and other confidential information. 

9. Internet of Things (IoT) – these services help users capture, monitor and analyze IoT data from 
sensors and other devices. 

10. Development – these services help application developers share code, test applications and track 
potential issues. Azure support a range of application programming languages, including 
JavaScript, Python, .NET and Node.js. 

11. Management and security– these products help cloud administrators manage their Azure 
deployment, schedule and run jobs, and create automation. This product group also includes 
capabilities for identifying and responding to cloud security threats. 

c). GOOGLE APP ENGINE: Google App Engine is (PaaS) Platform as a Service created by Google in 
2008.Platform as a Service means that it removes complexity of managing servers, databases, network and 
other things you need to do to run web application (Google takes care of that). During the years GAE 
improved in services which it offered, now it became one of the products of Google Cloud Platform [3]. 
Google App Engine has following services (or the user may call it libraries or API’s: 
 App Identity 
 Cloud Storage 

Client Library 
 Datastore 
 Logging 
 Mail 
 Memcache 

 Multitenancy 
 Search 
 Task Queue 
 URL Fetch 
 Users 
 Blobstore 
 Capabilities 

 Channel 
 Endpoints 
 Images 
 Logservice 
 OAuth 
 Remote 
 XMPP 

 
All this are integrated into Google App Engine SDK and can be used out of box to create web 
applications. The below Table:2 shows that different cloud vendors with their strengths and 
weaknesses. 
  

Table:2. Strength and weaknesses of Cloud Vendors 
Vendor Strengths Weaknesses 
AWS  Domain Market Position 

 Extensive, mature offerings 
 Support for large organizations 
 Extensive training 
 Global reach 

 Difficult to use 
 Cost management 
 Overwhelming options 

Microsoft Azure  Second largest provider 
 Integration with Microsoft tools 

and software 
 Broad feature set 
 Hybrid cloud 
 Support for open source 

 Less “Enterprise-ready” 
 Incomplete management 

tooling 
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Google  Designed for cloud native business 
 Commitment to open source and 

portability  
 Deep discounts and flexible 

contracts 
 DevOps expertise 

 Late entrant to IaaS 
market 

 Fewer features and 
services 

 Fewer world wide data 
centers 

 
V .TYPES OF CLOUDS       

     There are three major types of clouds. They are public cloud, private cloud, Hybrid cloud.  
Public cloud: A public cloud is visible for the general public and also to large industry groups, and the 
infrastructure is owned by the cloud provider. Public cloud is one of the best clouds available as there 
is no initial investment needed [5]. 
Private cloud: a private cloud is provided for an exclusive single organizations use[6].It is accessible 
for every member of the organization. The infrastructure of this cloud can be owned and maintained by 
the organization itself, outsourced to a third party, or a combination of both cases. 
Hybrid cloud: A hybrid cloud is described as a combination of two or more clouds, and often two or 
more distinct entities from public, private clouds [7]. Hosting can be f lexible,  with workloads 
switching between public and private hosting,  and vice versa in a hybrid cloud.                    

 
VI. CHALLENGES IN CLOUD COMPUTING    

Although cloud computing is on its way to becoming a huge success, there are some challenges also. 
Security & Privacy: Data security has consistently been a major issue in information technology. In 
the cloud computing environment, it becomes particularly serious because the data is located in different 
places. Though many techniques on security and privacy issues of cloud computing have been 
investigated in both academics and industries, data security and privacy protection are becoming more 
important for the future development of cloud computing technology in government, industry, and 
business. Confidentiality and auditability of information must be enhanced [8]. 

 
VII.CONCLUSION 

Increasing wireless networking technologies and rising adoption of cloud platform across the globe are 
the key factors that will trigger the growth of the cloud computing in industrial IoT sector. Cloud 
computing in industrial sectors delivers the computing services such as storage, servers, networking, 
databases, software, analytics, and much more. Cloud computing offers web-based tools and software 
applications through which regular procedures and tasks in the IoT industry are automated. The boom 
we live in social media will be repeated for IoT , Big Data and Cloud. Since IoT standards couldn't have 
set undefined this revolution is postponed and today we mainly focused on subset of the actual vision, 
like IaaS, PaaS, SaaS and Big Data. Some organizations like cloud security alliance (CSA) are working 
to overcome the challenges of cloud computing like security and privacy concerns. 
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