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Abstract - Cloud computing enables ubiquitous access to shared pools of configurable system resources and 

network of remote servers hosted on the internet for on-demand delivery of services, database storage, applications 

and other IT resources. Cloud computing offers significant benefits to many industries and organizations. However, 

there are issues in related to security and trustworthiness. There is a problem whether cloud users can trust Cloud 

Service Provider(CSP) to protect cloud data and whether Cloud Computing System (CCS)can prevent the 

unauthorized disclosure of private information. Incase if the attacker has attacked the file it could not be recovered 

and file loss may happened. To overcome this, we developed a cloud trust model to protect files from internal and 

external attacks in a cloud server and also recover the original files from the attacked files with the help of Trust 

Manager in cloud service. 
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I. INTRODUCTION 

 
Cloud computing is a technology that is used to share the files globally using internet at low cost. There 

are three types of services in cloud computing and they are Infrastructure as a Service (IaaS), Platform as 

a Service (PaaS) and Software as a Service (SaaS). User can access the cloud applications through web 

browser. [1] Uploading the files in the cloud helps to reduce the hardware complexity of the system. 

When the files are uploaded in the cloud it has very high chances of getting damaged and infected by the 

unauthorized users of the cloud. So, in the present work, we introduce a module called trust manager. 

Trust manager will have the compressed copy of the encrypted files that had been uploaded in the cloud. 

So if the attacker attacks the file it can be recovered. 

 

II. BASIC MODEL 
 

 

 
Fig 2.1 Basic system model 
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A. Data User/Owner 

 Data users and data owner are users of the cloud. In which the data owner uploads data in the 

cloud and the data users are the person who request the data owners from the file he uploaded. In short 

Data owners are the owners of the files uploaded by them in the cloud and the data users are the person 

who uses the files uploaded by the data owners. 

B. Cloud Server 

 A cloud server is a logical server that is hosted, delivered and built through a cloud computing 

platform over the Internet. Cloud servers possess and exhibit similar capabilities and functionality to a 

typical server but are accessed remotely from a cloud service provider. A cloud server is primarily an 

Infrastructure as a Service (IaaS)based cloud service model. There are two types of cloud server: physical 

and logical. A cloud server is assumed logical when it is delivered through the server virtualization. In 

this delivery model, the physical server is logically distributed to two or more logical servers, each has a 

separate Operating System, user interface and applications. 

C. Cloud Service Provider 

 It is the person or an organization that offers network services, infrastructure, or business 

applications in the cloud. It is the entity responsible for making a service available to needed person or 

company. A cloud provider acquires and manages the computing infrastructure required for providing the 

services, runs the cloud software that provides the services and makes arrangement to deliver the cloud 

services to the cloud through network access.  

D. Trust manager 

 Trust manager is the new module introduced in this project to store the compressed copy of the 

encrypted files that have been uploaded in the cloud by the data owners to recover those files if it is 

attacked by the attackers. It is the main module in the recovery process. 

 

III. LITERATURE REVIEW 

 
In cloud computing, different techniques are used to provide the encrypted data but there are some 

disadvantages. The techniques are sequential search that consists of pre-encryption, searching and 

decryption. In this method, using cryptanalysis the whole message is broken after a keyword search. The 

other techniques are secure index, ranked keyword search, concept search and order preserving symmetric 

encryption [4]. Collaborative cloud computing uses information technology as a service over networks 

and provides end-users with strong computational capability and large memory space at low costs. It also 

addresses the growing concerns on environmental impact because it provides improved management of 

resources. For fast, parallel and trustworthy scheme in collaborative cloud computing several analysis are 

provided. Trust behavior, parallel trust and trust values are need to be calculated and updated [5]. 

However, collaborative cloud computing provides several benefits this still faces several challenges 

related to trust computing, speed, and automatic resource allocation. 

Storage of data and access mechanism to preserve its integrity, confidentiality, authentication and non-

repudiation while facilitating availability. It minimizes the overhead and processing time needed to secure 

data through using RSA, TLS and SHA algorithms for attribute based encryption where Only 20% of the 

confidential data is encrypted since the encryption algorithm used in this system is used in the system is 

not suitable for larger files[2]. 

SLA is a legal format documenting way that services will be delivered as well as providing a framework 

for service charges. Service providers use this documentation to optimize their use of infrastructure to 
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meet the services. Service consumers use the SLA to ensure the level of quality of service. The task of 

SLA agents are: Grouping cloud consumers based on business needs, Designing SLA metrics based on 

the consumer  needs, Monitoring business activities , Monitoring SLA parameters[3]. These are all the 

procedure in the SLA and this is complex process for Trust management. 

As we know that the data is not present at users place because data is stored at cloud servers. It may lead 

to some security issues such as internal attacks and external attacks. Third Party Auditor (TPA) is an 

optional entity, but to perform some operations instead of users. In this model, they design the module 

with token key generation. [1] The token was generated based on mathematical calculations with hash 

based technique for each block and that is send along with signature used for encryption. 

 

CCS attacks can be divided into outsider and insider attacks. Outsiders can gain access to the cloud using 

three attack paths. The first exploits weaknesses in cloud access control mechanisms that exists in 

firewalls or servers used by the CSP. The second is by stealing valid credentials of a cloud user at some 

location outside the cloud. The third attack path is with the attacker using valid credentials and prior 

access to the cloud. Insider attack paths start inside the cloud when the attacker already exploits 

credentials for at least one cloud trust zone. [6] They use Bayesian network statistics to the attack paths. 

These attack paths are used to analyze the vulnerability information of cloud. 

 

IV. PROPOSED SYSTEM 

 
 The main aim of this paper is to develop cloud trust model that provides high level security assessment to 

IaaS cloud platform and cloud service provider and to encrypt the larger files AES encryption algorithm is used for 

encryption and decryption of the files that are uploaded in the cloud .There is no way to recover the attacked file in 

the existing system. Hence, In this system we are introducing a new module to recover the damaged file. That is, 

When the files are uploaded in the cloud by the Data owner, The file will not be directly uploaded in the cloud 

instead all the file will be encrypted and sent to the Trust manager and the Trust manager will have the compressed 

copy of the encrypted files and the segmented files will be uploaded in the cloud in different servers. When  any 

servers are attacked by the attacker. The Data owner or the data users files a complaint to the trust manager and the 

trust manager restores the files. Hence the files will be restored and can be used. 

 

V. SYSTEM MODELS 
 

A. Cloud registration. 

B. Upload and fragment files. 

C. CCS attacks. 

D. Recover attacked files. 

 

A. Cloud registration 

 

Here the Cloud users have to register his or her account with appropriate rights whether it may be the 

data owner or data user. Based on the user type the options are given. The data owner can upload a file to 

cloud and the data user can download a file by giving a request to the Trust manager. The trust manager 

also has the login process and he can check the all information about the user, owner and cloud server. 

Each cloud server has the separate user id and password to check the information about the files and user. 

 

B. Upload and fragment files 
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In this modal the data owner upload his files to cloud to save but first the file is encrypted and that 

encrypted content is fragmented into the files and store it into separate server location in a cloud. Also 

stored Uploaded information like MAC,IP address Time and date. Due to this action a file should be more 

secure in a cloud. The trust manager will split each encrypted file and stored it into database and also have 

one more copy to its database incase data is missed or corrupted he will replace the content of the file 

with exact location. 

 

C. CCS attacks 

 

Incase if the attacker attacks a particular server, he/she will get the one part of the encrypted content 

of a file so data will not lose. If the attacker crash a file (Delete or add some unwanted character in a 

encrypted file content), we can also recover that file using the trust manager. 

 

D. Recover attacked file 

 
We recover a attacked files in a cloud with the help of the trust manager. Here the trust manager will 

check the file information if the attacker attacks a file, the trust manager will replace a original file to that 

particular server and protect a sever. This file is replaced by the trust manager only because he has the 

own copy and that is also the secure only because it is in encrypted format only then it will be replaced 

easily. 
 

 

VI. SYSTEM ARCHITECTURE DIAGRAM 
 

 

 

 
Fig 6.1 Architecture Diagram 
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VII. AES ALGORITHM 

 
The AES algorithm performs a number Nr of cryptographic rounds depending on the actual key 

length. It has variable key length of 128, 192, or 256 bits. Each round consists of four byte-oriented 

cryptographic transformations Byte Substitution, Shifting rows of state array, Mixing data within a 

column of the state array and Round key addition to the state array [2]. This is most popular and widely 

used symmetric encryption algorithm. It is based on ‘substitution-permutation network’. AES has built-in 

flexibility of key length that allows degree of ‘future-proofing’. Hence in the proposed system we use 

AES algorithm because larger files are encrypted. The Advanced Encryption Standard(AES) is to protect 

the files from unauthorized users from accessing the files and to encrypting. This algorithm may be 

permanently integrated into the hardware of the applications uses it. This makes this algorithm more 

effective and rapid encryption and decryption. We have found that each algorithm has its own benefits 

according to the different parameters. The strength of the each encryption algorithm depends upon the 

various factors. Longer the key length and data length more will be the power consumption that will lead 

to more heat dissipation. So, it is not advisable to use key lengths and short data sequence. The keys 

having more number of bits requires more computation time which simply indicates that the system takes 

more time to encrypt the data. we have found that RSA and AES, these two encryption algorithms are 

leading with the security level that they provide and faster encryption speed. The only difference between 

these algorithm is RSA algorithm can only work good with small files and the AES is compatable even 

with the larger files So, from this review and analysis we have shortlisted AES encryption algorithm. 

The Rounds of AES algorithm is given below 

 
Fig 7.1  AES Encryption and decryption 

 

 

International Journal of Scientific Research and Review

Volume 7, Issue 3, 2018

ISSN NO: 2279-543X

http://dynamicpublisher.org/406



VIII. FLOW DIAGRAM 
 

 

 

 
Fig 8.1 Flow Diagram 

 

IX. EXPERIMENTAL RESULTS 
 

The system is designed with front end as Ms Visual Studio 2012, back end as SQL Server 2012 and 

language used is C#.NET  

The input for this project can be any text file document that can be uploaded in the cloud. 
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Fig 9.1 checking whether the file is safe. 

 
Fig 9.2  Listing the files in the cloud 

 

X. PERFORMANCE EVALUATION 
 

The proposed system was compared with the existing system . The factors of comparison are 

CCS attacks, speed, cloud trust, recovery. On evaluation, we saw that the proposed system is better 

efficient considering all the factors mentioned above. 

 

 
    Fig 10.1  Comparing Existing and proposed system 

 

XI. CONCLUSION 
 

Cloud computing is an emerging technology that offers many benefits such as storage capacity, cost 

reduction, processing power, scalability as a pay per use model. Even though there are several advantages 

in using a cloud computing, there are many practical problems that has to be solved. The major challenges 
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are security and trustworthiness. In the existing model, it is inefficient to achieve file recovery process 

and it also weakens the security and trustworthiness. But in the proposed system, with the help of trust 

manager the attacked files in the cloud are recovered and that improves trustworthiness for cloud users 

and data owners. So, in this paper we covers the security loop holes, cloud trust as well as the recovery of 

attacked files in the cloud. 

 

XII. FUTURE WORK 

 
The scope is limited in finding the CCS attack paths and in IaaS cloud service provider. So, in future 

all insider and outsider CCS attack paths are needed to be analysed and to extend the cloud trust model to 

other services such as PaaS and SaaS cloud service provider. 
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