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Abstract: Mobile phone number extraction is an emerging area of interest for researchers as smart phones are 

becoming the core communication device in people’s everyday lives. Sensor enabled mobile phones or smart 

phones are hovering to be at the center of a next revolution in social networks, green applications, global 

environmental monitoring, personal and community healthcare, sensor augmented gaming, virtual reality and 

smart transportation systems. More and more organizations and people are discovering how mobile phones can be 

used for social impact, including how to use mobile technology for environmental protection, sensing, and to 

leverage just-in-time information to make our movements and actions more environmentally friendly. In this 

paper we have described a comprehensive study of mobile phone number extraction technique for extracting the 

mobile number from Smart WIFI device to improve the efficiency and accuracy of detection. 

Keywords: Smart Home, WIFI, Extraction, Mobile Phone Number and Accuracy. 

 

I. INTRODUCTION 

The smart home concept is based on the interaction 

between services and features. This idea outcomes 

from a union of some areas: performing, security, 

energy organization and health care. The smart 

home pattern can be the response to such stresses 

since the dwelling is fortified with knowledge that 

perceives the populaces and provides practical 

services that can bring luxury, security and safety, 

vigor redeemable and sustainable, and home care. 

In this work, we propose to study the features of 

wireless etiquettes, in order to regulate the métiers 

and dimness of each of the announcement 

etiquettes. With the information of these 

characteristics, it is possible to integrate the 

communication and collaboration capabilities of 
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the various systems and devices within their habitat 

to reach a common goal [1]. Smart Home-grown is 

the mainstay which will enable the administration 

and the controller of diverse areas of a dwelling 

required four pillars of hominid living inside a 

house: luxury and well-being, physical honesty and 

capabilities’ safety, balanced administration of 

national equipment’s liveliness and the opportunity 

to afford healthcare amenities to its peoples. The 

grave aspect for this mainstay to work is to hold a 

economy, reliable and easy planned structure of 

statement. These Clever Houses comprise 

instruments and actuators to administer the house 

atmosphere and sometimes the dweller, to 

interconnect with other campaigns, and to support 

or promotion the dweller in their daily events.  

 

Figure 1: Smart home devices accessing 

mechanism 

Sensor Technology Devices: A number of sensor 

devices are used to supervise the activity of the 

inhabitant in the house [2]. The information 

gathered from the devices is processed and stored 

for analysis and usage during the current and future 

state. Numerous Smart Households follow the 

concept of pervasive sensing, where “web of 

instruments joined with a web of dispensation 

strategies yield an amusing multi-modal river of 

data”.  

A smart home can function to a certain extent in an 

interactive and independent way. These additional 

capabilities can then be used to improve the quality 

of life within the household in various respects, 

such as automation of routine tasks, facility of 

health amenities, explanation of energy feasting, 

improved discrete competence, and heightened 

home safety, as well as to transfigure what we 

define as performing [3]. Since shrewd home 

interconnection stipulations and communiqué 

knowledges are moderately new and under 

expansion, most obtainable communication 

protocols were developed prior to the advent of the 

smart home vision. Consequently, Clever Home 

can be definite as a concentrator and disseminator 

of info and amenities that means to cover the 

whole of a home’s practical areas, this meaning 

being operative not only for the exact elements that 

are in the community in order to progress the 

planes of coziness and superiority but also to 

provide a entryway or edge to the external by the 

means of an communication with other patterns 

such as a smart network and smart city which will 

invent the capability to share all the accomplished 

data with exterior fundamentals [4].  

Smart homes will radically alter the way people 

cooperate with each other and how they manage 

their private lives. As a result, people will start to 

play an important part in this effort by adding 

technology to domestic management, which in turn 

will support them to limit energy waste and also to 

receive health services that are, at present, 

centralized and provided by hospitals. The thought 

of the “Smart House” is generally used to refer to 

any atmosphere designed to help persons in their 
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everyday actions in order to endorse an 

autonomous lifestyle [5]. Smart Houses, in this 

background, are intended for any person, 

irrespective of whether they have a incapacity or 

not. It is imperative to quotation the mobile phone 

records by studying and recognizing the network 

traffic competently and exactly [6]. As all to 

distinguish, mobile phones necessity to send info 

such as phone number, International Mobile 

Subscriber Identity (IMSI), International Mobile 

Equipment Identity (IMEI), etc., to the mobile 

system service provider for substantiation and 

access control. Consequently, a network service 

worker can obtain such data by parsing the 

confirmation gesturing traffic. However, smart 

devices that access the network through Wi-Fi are 

not authenticated to the mobile system service 

earner. Thus, it is not straightforward to obtain the 

mobile phone number with the traditional methods.   

II. LITERATURE REVIEW 

Use of mobile devices, such as processers or 

handheld devices, including smart phones, is 

explosion; however, the aptitude to secure them is 

cover behind. The state is multifaceted by the fact 

that these devices are often used to behavior work 

outside the organization’s even network security 

boundaries. Data openings can happen in a number 

of ways: tactics can be lost, taken, or their safety 

can be cooperated by hateful code attacking the 

operating scheme and requests. To indorse data 

security in case aexpedient is lost or stolen, encode 

data on all mobile plansstorage sensitive info (i.e., 

data that carry the risk for harm1 from an illegal or 

inadvertent disclosure). Until more data 

encryption, user authentication, and anti-malware 

solutions become obtainable for mobile devices, 

the best defense strategy is to tool a strict mobile 

expedient usage rule and screen the network for 

malicious action. 

Angela Horneman Nathan Dell [7] Captured 

network data letsangroup to domonotonous tasks 

such as net situational alertness and eventreply to 

security alerts. The process of capturing, storing, 

and gaging network circulation as part of nursing is 

an increasingly complex and unsafe problem. With 

high-speed networks and ever-increasing network 

traffic capacities, full-packet circulation capture 

answers can require petabytes of storage for a 

single day. The volume needed to stock full packet 

captures for a period frame that licenses the needed 

analysis is unachievable for many governments. A 

tiered network storinganswer, which supplies only 

the most critical or real types of circulation in full-

packet imprisonments and the rest as swift data, 

can help governmentsalleviate the storage issues 

while providing the full information they need. 

This report deliberatesthoughts and decisions to be 

made when scheminga tiered network data storage 

answer. It comprises a technique, based on a cost-

effectiveness perfect, which can assistance 

organizations choose what types of network 

circulation to store at each storage tier. The report 

too uses real-world network capacities to show 

how storage suppliesalteration based on what 

traffic is stowed in which storingrow. 

SandeepPirbhulal [8] Wireless detector networks 

(WSNs) offer distinguished edges over old-

stylemethods for many requests, investigating 

sensible homes, healthcare, ecologicalnursing, and 

Homeland Security. WSNs square measure 

combined with the net Protocol (IP) to grow the net 

of Things (IoT) for linking standard of living 

objects to the net. Hence, major tests of WSNs 

include: (i) a way to professionally utilize little size 

and low-power nodes to device security throughout 

knowledge transmission among various detector 

nodes; (ii) a way to resolve security subjects 

related to the cruel and sophisticated environmental 

conditions throughout knowledge transmission 

over an extended coverage vary. during this study, 

a secure IoT-based sensible home automation 

system was developed. To facilitate energy-

efficient encryption, a technique particularly 

Triangle based mostly Security formula (TBSA) 

supported economical key generation mechanism 

was planned. The planned TBSA in integration of 
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the low power Wi-Fi were enclosed in WSNs with 

the net to develop a completely unique IoT-based 

sensible home that may offer secure knowledge 

transmission among many associated detector 

nodes within the network over an extended 

converge vary. The developed IoT based mostly 

system has outstanding performance by fulfilling 

all the required security needs. 

Bert Busstra [9] these days, mobile phones square 

measure highly regarded, quick growing 

technology. Mobile phones of this day square 

measure additional and additional like little 

computers. The supposed "smartphones" contain a 

wealth of data every. This data has been well-tried 

to be terribly helpful in crime investigations, as a 

result of relevant proof will be found in knowledge 

retrieved from mobile phones employed by 

criminals. In ancient strategies, the information 

from mobile phones will be extracted victimisation 

Associate in Nursing USB-cable. However, for a 

few reason this USB-cable affiliation can not be 

created, the information ought to be extracted in 

another method. during this paper, we tend to study 

the likelihood of extracting knowledge from 

mobile devices employing a Wi-Fi affiliation. 

wetend to describe our approach on mobile devices 

containing the automaton software package. 

Through our experiments, we tend to conjointly 

provide recommendation on that application and 

protocol will be used best to retrieve knowledge. 

Xuejiao subgenus Chen [10] With the pervasive 

network based mostly services in sensible homes, 

ancient network management cannot guarantee 

enduser quality-of-experience (QoE) for all 

applications. End-user QoE should be supported by 

economical network quality-of-service (QoS) 

measure and economical network resource 

allocation. With the software-defined network 

technology, the core network could also be 

controlled additional with efficiency by a network 

service supplier. However, end-to-end network 

QoS will hardly be improved the managing the 

core network solely. during this paper, we tend to 

propose Associate in Nursing encrypted packet 

classification theme for sensible home gateways to 

enhance end-to-end QoS measure from the network 

operator aspect. moreover, alternative services like 

applied math knowledge collection, charge to 

service suppliers, etc., will be provided while not 

compromising any end-user privacy or security of 

a network. The planned encrypted packet 

classification theme includes a two-level data 

structure. One is that the service level, that is 

predicated on applications that have constant 

network QoS needs. A quicker classification theme 

supported deep learning is planned to realize 

period of time classification with high accuracy. 

the opposite one is that the application level, that is 

predicated on fine-grained applications. A non-

real-time classifier will be applied to supply high 

accuracy. analysis is conducted on each level 

classifiers to demonstrate the potency and accuracy 

of the 2 styles of classifiers. 

III. HOME AREA NETWORK   

The Smart Home concept assumes that the devices 

constituting the ecosystem are connected in one or 

more Home Area Networks (HAN), which include:  

• One or several High-Speed Networks, 

frequently Wi-Fi Networks that may be 

provided by a set top box, mobile devices, 

gateways, access points, and the like.  

• Personal Area Networks (PAN) or ad-hoc 

networks formed between numerous 

constrained devices, for instance, using low-

speed connections (Bluetooth, ZigBee, Z-

Wave, etc.). This concept comprises also the 

Wireless Sensor Networks (WSNs).  

The use of High-Speed Systems in context of smart 

devices relates mainly to the user access. The most 

common method of smart device manipulating is 

through a web browser or a dedicated smartphone 

application (via dedicated vendor’s server or cloud 

service) [11]. More powerful devices offer access 

through their own built-in web server, which 
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allows the user to use a web-based GUI to 

manipulate the appliance. Other groups of devices 

expose their own API that the user can interact 

with. In this case, smart device exposes an API 

directly or using other resources. 

Authorization: One of the mutual authorization 

answers used in IT systems is the usage of Access 

Control List (ACL). This methodrecognized for 

use in Smart Grids but the CPU supplies to the 

meters (forced devices) are too tall and due to this 

fact, no answers have been applied with this 

method. There are comparatively few 

frivolousapprovalanswers that could be used in 

Smart Home setting [12].  Using verification 

mechanism, that feats the policy-based charge 

control arrangement and Key Distribution Center 

(KDC). This answer requires that one entity in 

HAN has online access to KDC. 

IV. NEEDS FOR EXTRACTING DATA  

In addition, there are many mobile APPs that 

require the mobile phone numbers of users. For 

example, APPs for online shopping delivery, take-

out delivery, etc., need the mobile phone numbers 

to provide further services. These APPs report 

information such as mobile phone numbers, IMSI, 

IMEI, etc., to cloud servers. It is feasible for a 

network service provider and cyber security agency 

to obtain such user information by parsing fixed 

broadband network traffic. For example, testing 

tools of Android, such as Monkey can be used to 

trigger mobile APP events [13]. A mobile phone 

number is usually exchanged in two ways: one is 

registered with the APP; the other one is obtained 

by manual confirmation, e.g., shipping 

confirmation during online shopping checkout. Fig. 

1 shows an example of mobile phone number 

extraction by parsing Internet Protocol (IP) packets 

from network traffic. The Smart Home 

hypothetically provides extraease and security, as 

well as improvedenvironmental sustainability. For 

example, a keen air training system can use a wide 

diversity of domestic sensors and web-based data 

sources to brand intelligent working decisions, 

rather than humble manual or fixed-schedule 

control arrangements. The keen air conditioning 

system can forecast the predictable house 

occupancy by following location data to safeguard 

the air conditioner attains the desired ease level 

when the house is busy and saves vigor when it is 

not. 

a. IMSI and IMEI 

It is important to excerpt the mobile phone 

numbers by examining and classifying the network 

traffic professionally and precisely. As all to know, 

mobile phones essential to send data such as phone 

number, International Mobile Subscriber Identity 

(IMSI), International Mobile Equipment Identity 

(IMEI), etc., to the mobile network facility 

provider for verification and access switch. 

Therefore, a network facilitybreadwinner can 

obtain such information by analyzing the 

authentication gesturing traffic. However, smart 

devices that admission the network through Wi-Fi 

are not genuine to the mobile network service 

provider. Thus, it is not frank to obtain the mobile 

phone numbers with the outdated methods [14].   

b. Mobile Equipment ID 

The Mobile Equipment ID (MEID), also found 

below the cordless cover, is a 56-bit number which 

substituted the ESN due to the incomplete number 

of 32-bit ESN numbers. The MEID is itemized in 

hex, where the first byte is a local code, next three 

bytes are a builder code, and residual three bytes 

are a manufacturer-assigned serial number. CDMA 

phones do not usuallycomprise a Subscriber 

Identity Module (SIM) card, but some newer 

mixture phones cover dual CDMA and GSM skill 

and can be rummage-sale on either CDMA or 

GSM networks. Inside these double technology 

phones is situated a slot for a SIM card. The 

classifying information under the cordless of these 

phones may list an IMEI number in adding to the 

ESN/MEID number. CDMA phones also have two 
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other identifying numbers, namely, the Mobile 

Identification Number (MIN) and Mobile 

Directory Number (MDN). The MIN is a carrier-

assigned, carrier-unique 24-bit (10-digit) telephone 

number. When a call is located, the phone sends 

the ESN and MIN to the local tower [15]. The 

MDN is the globally-unique telephone number of 

the phone. Previous to Wireless Number 

Movability, the MIN and MDN were the same but 

in today's setting, the client can keep their phone 

number (MDN) even if they alteration carriers. 

c. Digital pattern of mobile phone number 

As the mobile phone number often obeys with a 

sure number of norms, which covers some digital 

patterns. For instance, a mobile phone number of 

the China Mobile Communication has 11 digits, 

e.g., 139XXXXYYYY. The first three digits (i.e., 

139) indicate the operator, the intermediate four 

digits (i.e., XXXX) represent the location of home 

register. As a result, these rules-based mobile 

phone numbers can be used to heuristically retrieve 

the keywords that are carried before the phone 

number. However, the signature of the mobile 

phone number extracted by this method is still not 

accurate because of two reasons. Firstly, the 

character string contained in the data packet that 

has the signature of the mobile phone number 

cannot be identified as the mobile phone number. It 

can be a series of numbers, such as an APP 

identification number which happens to meet the 

phone number specifications. Secondly, the phone 

number may not come from home users. 

d. Threshold for numbers of APPs 

The rules 1, 2 and 3 described above cannot 

guarantee the accuracy of the obtained mobile 

phone number information. This rule is a further 

verification based on the assumptions as follows: 

the real phone number from home network traffic 

tends to be generated by more than one APP, i.e., 

COUNTapp> 1. Many APPs use the mobile phone 

numbers for authentications. When mobile phone 

users use this type of APPs at home, it is highly 

possible that data traffic carries the mobile phone 

number. In order to demonstrate the principle of 

the Rule 4 , let us define some notations and terms 

related to the rule [16]. 

V EXTRACTION METHOD  

The Extraction of mobile phone number from 

home broadband network traffic is for examining 

and classifying the network circulation efficiently 

and precisely. A large number of mobile Internet 

requests (denoted as APPs hereafter) are listed with 

the mobile phone number for verification.Aoutline 

for mining of mobile phone numbers from home 

broadband network circulation [17]. In order to 

improve the competence and correctness of 

detection, we further present an automated name 

extraction arrangement for mobile phone numbers 

in home Wi-Fi networks. 

ChaosReader 

ChaosReader is a tool intended to crop easily 

readable metadata and excerptdata from network 

device. This tool crops HTML output specifying 

the joining information among all hosts contained 

within aexpedient capture. ChaosReader is also 

designed to excerpt files that have been moved 

over HTTP and FTP (Gregg, 2004). Although 

humble to use, ChaosReader results in a large 

amount of output files. This repeatedly makes it 

difficult to find relevant data. In instruction to 

excerpt files, ChaosReader must be track with the -

raw switch to excerpt raw files. This crop .raw files 

that should cover the exact files movedthroughout 

the dataimprisonment being inspected.During 

testing, this tool infrequentlycaused in the removal 

of imperfect files. 

Foremost and Tcpflow 

Numerous sources suggest a mixture of using 

Tcpflow and Leading to excerptnumber from 

network device.  Foremost is a file carving tool 

first designed to extract number from disk. 
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Normally, this would make it inappropriate for 

dispensation network device imprisonments for all 

the reasons. Though, Tcpflow is able to analyze a 

network deviceimprisonment, handling protocol 

headers, wreckages. Once the data watercourses 

are reconvened, then normal data carving tools – 

such as Foremost – can save the raw files. Since 

Foremost is a carving utility, its ability to extract 

number is limited to formats. While this list does 

contain 18 common file formats, several are 

missing. This includes file formats that are often 

included in exploit kits such as Java archives and 

Flash files. 

Tcpxtract 

Tcpxtract is designed to be a file carving tool for 

data captures. This is in contrast to several other 

tools tested, which focus on exporting streams. 

Tcpxtract instead reassembles streams and looks 

for markers that denote the beginning and end of 

files. In this way, it is very similar to the Foremost 

tool, except Tcpxtract functions on data captures. 

Tcpxtractropes 26 file formats and is intended to be 

extensible, so as extended as a file format’s 

markers can be originate, Tcpxtract can support it. 

Due to the lack of consistent behavior, analysts 

should be wary of using Tcpxtract during 

investigations. Some files are correctly extracted, 

but this is not always the case [18]. Extensions for 

file formats that have multiple purposes, such as 

compressed archives, are frequently misidentified 

by Tcpxtract. Even with these shortcomings, 

Tcpxtract can be of use. Since this tool functions 

by reassembling streams and then looking for 

markers to identify file boundaries, it produces 

different results than tools that simply extract data. 

In cases where other tools fail to provide adequate 

results, Tcpxtract can be used to search for 

additional files. 

Tcpextract 

Tcpextract is another file extraction solution 

similar to Tcpflow. Although similarly named, this 

is not the same tool as Tcpxtract. This is a 

command line tool that extracts all data. One 

advantage to using Tcpextract is that it extracts 

files with their original names [19]. Most other 

tools use an index to name extracted files, but this 

does little to help an analyst who may be 

attempting to identify files that were served from a 

specific site. However, this becomes one of the 

greatest failings of the Tcpextract tool. Long file 

names often cause the application to crash, even if 

the protocols are fully supported. 

Network Miner  

Network Miner is a graphical data capture analysis 

tool that is written for the .NET framework. 

Although .NET applications traditionally run only 

in Windows, applications such as Wine and Mono 

allow Network Miner to function on Linux as well. 

Network Miner is extremely simple to use, 

requiring only that an analyst open a packet capture 

file. Support for twenty protocols is provided 

including HTTP, TFTP, and FTP. As soon as a 

packet capture is opened in Network Miner, several 

tabs are populated with various pieces of extracted 

information and Network Miner extracts all the 

files it can [20]. Files contained within the 

datacapture are placed in the “AssembledFiles” 

folder, which is automatically created in the folder 

containing the Network Miner executable file. A 

list of the extracted files is also available on the 

“Files” tab. By using this method mobile number 

extraction is possible to extract and analyst openly. 

Wireshark 

Wireshark is an incredibly versatile data analysis 

tool. It interprets an extremely large number of 

protocols and easily extracts number from network 

device. With some manual processing, Wireshark 

can also be used to extract files from other 

protocols. Extraction from the HTTP, DICOM, and 

SMB protocols is trivial. Unlike all other 

applications discussed previously, Wireshark 

allows for files to be selectively extracted. 

International Journal of Scientific Research and Review

Volume 7, Issue 9, 2018

ISSN NO: 2279-543X

http://dynamicpublisher.org/672



VI CONCLUSION 

A large number of mobile Internet applications are 

registered with the mobile phone number for 

authentication. In addition, there are many mobile 

APPs that require the mobile phone numbers of 

users. These APPs report information such as 

mobile phone numbers, IMSI, IMEI, etc., to cloud 

servers. It is feasible for a network service provider 

and cyber security agency to obtain such user 

information by parsing fixed broadband network 

traffic.Extraction of phone numbers from home 

broadband network is a recent research work by 

many researchers. For that extraction researcher 

faces many issues to extract mobile number from 

broadband connection. To tackle that problem, this 

paper shows many method of extraction of data 

and also provides a comprehensive study of 

extraction mechanisms.  
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