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Abstract- Data mining is the process of finding the correlations or patterns by analysing the 

data from various fields on large volumes of database. More patterns about the data can be 

extractedby analysing data with different mining techniques. In mining large volumes of 

database, there are possibilities of occurrence of security and confidential breach leads to data 

preservation. Privacy preserving in data mining is one of the important feature which secure 

the sensitive information from being accessed.Achieving Privacy preservation is acritical 

issue in the data mining. The major challenge of present data mining algorithm is drawing the 

data at the time of maintenance of privacy datasets.  Various privacy preserving data mining 

(PPDM) techniques are used to preserve the data, provides security in the process of 

knowledge discovery. In this paper, Secure multiparty computations techniques are discussed 

to understand the need of suitable algorithm which provides complete security on large 

volumes of data. 
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INTRODUCTION 

Data mining is one of the core processes in 

knowledge discovery of databases [1]. The 

research in the field of data mining 

extracts the potential and useful 

information from large volumes of data 

includes variety of applications such as 

market basket analysis, customer 

relationship, banking.Data mining is the 

process of finding correlations or patterns 

discovered from large volumes of data 

which gives more knowledge from the 

original database. The mined information 

can be a patterns, rules, clusters or 

classification models.In the process of 

datamining, the raw data can be structured, 

semi structured or unstructured.these data, 

which typically contain sensitive 

individual information such as medical and 

Financial information, often get exposed to 

several parties including collectors, 

owners, users and miners. The vast amount 

of data availability makes an individual to 

learn a lot of information about individuals 

from public data. The confidentiality is not 

maintained in the process of data mining. 

In order to ensure confidentiality Privacy 

preserving has originated as an important 

concern with reference to provide security 

in success of the data mining. Privacy 

preserving data mining extracts sensitive 

knowledge and protects the privacy of 

each and every single data without losing 

the originality of the data.Privacy 

preserving data mining works on the 

protection of privacy not only for 

individual data but also secures the 
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confidentiality of the knowledge extracted 

from it.The privacy preserving data mining 

algorithms aims to extractknowledge from 

large amount of data simultaneously 

securing the data. The main goals a PPDM 

algorithm is: 

1. A PPDM algorithm should prevent 

the unlawful acquirement of 

sensitive information 

2. It should be used by various data 

mining techniques. 

3. It should be accessible easily to the 

data with the privacy aspects. 

4. It should not be very complex with 

exponential computations 

Many secure protocols have been proposed 

so far for data mining and machine 

learning techniques for decision tree 

classification,clustering, association rule 

mining, Neural Networks, Bayesian 

Networks. When these algorithms are 

applied to large volumes of data, the 

privacy preservation of the parties‟ 

sensitive data is the main concern. Finding 

the frequent item set and association rules 

are one of the most studied problem in the 

process of data mining.  

The main problem in preserving privacy of 

data is how securely the results are 

obtained without disturbing the protection 

of other data. As a simple example, 

suppose some hospitals want to get useful 

aggregated knowledge about a specific 

diagnosis from their patients‟ records 

while each hospital is not allowed, due to 

the privacy acts, to disclose individuals‟ 

private data.  

Therefore, they need to run a joint and 

secure protocol on their distributed 

database to reach to the desired 

information. 

DISTRIBUTED DATA 

ENVIRONMENT: 

In Many scenario and cases, the data is 

distributed and collection of data in a 

single place for analysis is not possible due 

to privacy rules. 

Database can be classified as 

centralized database and distributed 

database. Centralized databases are those 

databases which are collected and stored in 

one common site where everyone can 

access all other data. Distributed databases 

are those database which are collected 

individually and they are combined so that 

new data can be extracted from different 

places without revealing the information 

from one and another. They can be further 

divided into horizontal partitioned database 

and vertical partitioned database.  

Horizontal databases are the databases 

which has the same schema in different 

sites. The data may be different but the 

pattern in which it is saved are the same. 

They group the relation into sub groups 

having a logical meeting.In this scenario 

different places have different record 

about same entities or people which are 

used for mining purposes. Many of these 

methods use specialized versions of the 

general approaches discussed for various 

problems. For example, Credit card 

systems of two different banks have the 

same schema of storing the information of 

the users holding the credit card. But, the 

information of the users like user name, 

contact details, credit limit, etc. may be 

different with both the banks. [2]  
 

Vertical partitioned databases are those 

databases in which the schema differs in 

different sites. But there might be 

attributes which are common to the 

schema.  Various data mining application 

such as decision trees, SVM Classification, 

Naïve Bayes Classifier and k-means 

clustering also uses the approach of 

vertically partitioned mining. 
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For example, Hospital may have records of 

the patient like name, contact details, 

disease, attending doctor, bill amount, etc. 

Also same name and contact details with 

any other information like mediclaim 

amount, insurance id etc. may be found 

with the insurance company [1]. 

 
 

PPDM TECHNIQUES 

The extensive research in the field of data 

mining in and statistical database, privacy 

preservation data mining has become an 

important issue in data mining research. 

As  research in a right direction, a new set 

of ideas and approaches were presented to 

allow mining of data, while at the same 

time leaving out the releasing any secretive 

and sensitive information. 

 

The majority of existing approaches 

classified in to two categories. 

(i) Methodologies that protect the sensitive 

data itself in the mining process, and 

(ii) Methodologies that protect the 

sensitive data mining results (i.e. extracted 

knowledge) that were produced by the 

application of the data mining. 

PPDM converts the original data such that 

its results satisfies all the privacy 

constraints. 

Following is the list of five dimensions on 

the basis of which different PPDM 

Techniques can be classified [13]: 

i. Data distribution 

ii. Data modification 

iii. Data mining algorithms 

iv. Data or rule hiding 

v. Privacy preservation 

 

Data or Rule Hiding: This dimension 

refers to whether raw data or grouped data 

should be hidden. Data hiding means 

protecting sensitive data values, e.g. 

names, social security numbers etc. of 

some people. And Rule hiding means 

Protecting Confidential Knowledge in 

data, e.g. association rule. 

 

Data Distribution: This dimension refers 

to the distribution of data. There are some 

of the approaches are developed for 

centralized data, while others refer to a 

distributed data scenario. Distributed data 

scenarios can be divided as horizontal data 

partition and vertical data partition. 

 

Data Modification: Data modification is 

used with the aim of change the unique 

values of a database that wants to be 

allowed to the public and in this way to 

guarantee high privacy protection. 

Methods of data modification include:  

 

i. Perturbation: which is able to replacing 

attribute value by a new value ( changing a 

1-value to a 0-value, or adding noise)  

ii. Blocking: which is the existing attribute 

value is replaced is with a “?” 

iii. Swapping: This refers to interchanging 

values of individual record.  

iv. Sampling: This refers to losing data for 

only sample of a population.  

v. Encryption: many Cryptographic 

techniques are used for encryption.  

 

Data Mining Algorithm: The data mining 

algorithm for which the privacy  

preservation technique is designed:  
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1. Classification data mining algorithm  

2. Association Rule mining algorithms  

3. Clustering algorithm 

 

Privacy Preserving Techniques: 

1. Heuristic-based techniques: It is an 

adaptive modification that modifies only 

selected values that minimize the 

effectiveness loss rather than all available 

values. 

2. Cryptography-based techniques: This 

technique includes secure multiparty 

computation where a computation is 

secure if at the completion of the 

computation, no one can know anything 

except its own input and the results. 

Cryptography-based algorithms are 

considered for protective privacy in a 

distributed situation by using encryption 

techniques. 

3. Reconstruction-based techniques: where 

the original distribution of the data is 

reassembled from the randomized data. 

Based on these dimensions, different 

PPDM techniques may be classified into 

following five categories [13-15, 21, 22]. 

1. Anonymization based PPDM 

2. Perturbation based PPDM 

3. Randomized Response based PPDM 

4. Condensation approach based PPDM 

5. Cryptography based PPDM 

 

CRYPTOGRAPHY BASED PPDM: 

Let us consider a scenario in which various 

medical institutions conduct a joint 

research. They also get some benefits 

without revealing the other sensible 

information.In this scenario, research 

regarding symptoms, diagnosis and 

medication based on various parameters is 

to be conducted and at the same time 

privacy of the individuals is to be 

protected. Such scenarios are referred to as 

distributed computing scenarios [17]. 

The parties involved in mining of such 

tasks can be mutual un-trusted parties, 

competitors; therefore protecting privacy 

becomes a major concern.  

Cryptographic techniques are best suitable 

for such scenarios where multi parties 

combine to compute some sensitive and 

non-sensitive results therefore to avoid the 

disclosure of sensitive 

information.Cryptographic techniques find 

its utility in such scenarios because of two 

reasons: First, it offers a well-defined 

model for privacy that includes methods 

for proving and quantifying it. Second, a 

large variety of cryptographic algorithms 

and constructs are used to implement 

PPDM algorithms in this domain. The data 

may be distributed among different 

collaborators vertically or horizontally.  
 

All these methods are almost based on a 

special encryption protocol known as 

Secure Multiparty Computation (SMC) 

technology. 

 

Secure Multiparty Computation (SMC) or 

Multiparty computation (MPC) aims at 

creating methods for a given problem 

whose input can be obtained from various 

parties in the database. The global 

computations give the output without 

compromising the security of the 

individual private database. Few parties 

utilize the output without affecting the 

privacy of other parties. [3]. In SMC, 

consider p1,p2,p3…pn are the private data 

from the database d1,d2,d3…dn 

respectively, wants to compute on public 

function then the output is driven globally 

without revealing the private inputs to each 

other by satisfying correctness and 

privacy. 

 

Few applications of secure computations 

are Joint Genome studies where  the 

biobanks are used to create joint genome 

database to study in large population, 

Databases from several government 

agencies are linked together to perform 

statistical analysis and test and the 

classical millionaire problem.  

 

These secure computations can further 

classified into homomorphic encryption, 

circuit evaluation, secret sharing scheme 

and pseudomization. 
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HOMOMORPHIC ENCRYPTION 

Craig Gentry reconstructed the encryption 

methods founded by the rivest, Adleman 

and Dertouzos The term „homomorphic‟ is 

the ability to perform computations on the 

cipher text without decrypting. It is a form 

of encryption allowing computations on 

cipher text and when decryption. Its acts 

only on encrypted data without the need 

for accessing the secret key. An efficient 

function is used to encrypt without the 

private key. The fully homomorphic 

encryption not only transforms the 

encrypted message but also able to 

perform addition and multiplication. 

Secure voting systems and cloud 

computing are some of the applications of 

homomorphic encryption. In 2009, the first 

fully homomorphic cryptosystem was 

developed by Craig Gentry used lattice 

based system rather than using the usual 

simple modular arithmetic system. The use 

of lattice based system generates large 

cipher text compared to the plaintext. As a 

result, implementation there is a increase 

in the complexity with slow performance 

in its operations. RSA, Paillier and 

ElGamal are few of the partially 

homomorphic encryptions.[5] 

 

Semi-homomorphic Encryption supports 

only one operation and hence it cannot 

create NAND gates, computation on the 

encrypted data is not possible. For 

example, the RSA encryption scheme is 

homomorphic for the multiplication but 

clearly not for the addition operation. The 

lattice based system requires a very large 

cipher text relative to the plaintext. This 

made implementation very complex and 

performed slow operations. There are 

many forms of partially holomorphic 

encryptions such as RSA, Paillier and 

ElGamal.[5]. 

 

CIRCUIT EVALUATION 

Garbled circuits are one of the powerful 

tool in joint evaluation of functions during 

the process of privacy preservation on each 

other‟s input. Practically using this 

primitive more, recent research has shown 

that solutions assume participants are 

provisioned symmetrically with larger 

computing resources. Generally, people 

only have access to sparse computational 

resources related with their mobiles are not 

assured that their data will be confidential, 

even they are able to pay for accessing the 

public cloud computing infrastructure. 

This problem can be solved by creating a 

new SFE protocol that allows mobile 

devices to outsource the major portion of 

the computation needed to evaluate the 

garbled circuit with high security. 

 

Our protocol which has been built on the 

most efficient garbled circuit evaluation 

techniques, including the new outsourced 

oblivious transfer primitives and validation 

techniques needs significantly minimum 

bandwidth and computation than the 

standard oblivious transfer primitives and 

outsourced input validation techniques 

forcing the cloud to prove all the protocols 

correct. The extensions in the malicious 

model are shown and the extensive 

performance evaluation for a number of 

standard SFE test applications are 

conducted. The privacy preserving 

navigation application designed 

specifically for the mobile use case are 

also performed.  

 

The reduction in execution time is noted as 

98.92 and bandwidth time as 99.95% for 

the distance problem with 128 size 

compared to the evaluation of non-

outsource. The output results show that the 

usage of large garbled circuits is possible 

in least capable devices for secure 

computation. 

 

In cryptography, Secret sharing scheme is 

a process of distributing a secret among a 

large group of participants in which each 

participant is given a part of the secret. 

The secret can be obtained only when all 

the allocated secret from all the 

participants of the group are combined 
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together. If any of the allocated part of the 

secret is missing then the complete secret 

cannot be obtained. There is no use of 

individual share of the secret. This scheme 

has n players and one dealer. The secret is 

given to the players by the dealer only if 

they satisfies some specific conditions. 

The dealer fulfils the need only if all the 

players share their secret and if one player 

has not given the share then the secret 

sharing scheme is incomplete. 

 

polynomial interpolation is a technique 

used to implement the threshold schemes 

was invented by Adi Shamir in 1979. A 

typical application of this scenario is the 

secure implementation of an encrypted 

backup system. Sharing schemes are useful 

in the management of cryptographic keys 

and in multiparty secure protocols. the 

relationships can be analysed among the 

entropies of the sample spaces from which 

the shares and the secret are chosen.  

 

Secret sharing is a vital tool in providing 

security and privacy. In most cases, a 

single master key provides access to 

sensitive confidential information. So, it is 

necessary to safe guard the master key to 

avoid any unnecessary and malicious 

exposure.This scheme is unreliable: if the 

master key is lost or destroyed, then all 

information accessed by the master key is 

no longer available. A possible solution 

would be that of storing copies of the key 

in different safe places or giving copies to 

trusted people. In such a case the system 

becomes more vulnerable to security 

breaches or betrayal A better solution 

would be breaking the master key into 

pieces in such a way that only the 

concurrence of certain predefined trusted 

people can recover it. This has proven to 

be an important tool in the management of 

cryptographic keys and in multiparty 

secure protocols. 

 

PSEUDONYMIZATION 

The association between the data and the 

subject of that data is removed and an 

association is created with the data and an 

alternative identifier in a process called 

pseudonymization. It depersonalizes the 

data so that any identifying fields within a 

record are replaced by one or more 

artificial identifiers. Pseudonymization is 

often done to conceal the real identity of a 

user or a device for privacy reasons.  

 

A pseudonym is used to name an object, 

but only legitimate parties or several 

parties together (shared trust) have the 

necessary information to link a pseudonym 

to the real object. Personal data can be 

removed from a record and replaced with a 

pseudonym (pseudo-name or fake name) 

to protect the sensitive name. There might 

be a compromise in security if someone is 

able to still guess the target individual real 

identity since there are many identifying 

elements in it. In these cases, it makes 

sense to apply other protections to the 

remaining fields. One of the considerations 

of the pseudonymization method with 

respect to reversibility is in the recovery of 

the real data and in the place in which it is 

used. 

 

Technique Advantages Limitations 

Homomorphic 

encryption 

Ensures greater 

privacy for the 

users as 

encryption can 

be done across 

cloud systems. 

1. computations 

are performed  

without 

verification 

2.Communication 

requirements are 

high with slow 

performance 

 

Circuit 

evaluation 

 

Reduces the 

network 

bandwidth. 

Complexity of 

the key is 

unbreakable   

Speed is low. 

Unable to handle 

circuits that are 

fit in to memory   

Secret sharing 

scheme 

 

Ensures  high 

levels of  

Confidentiality 

and reliability  

Needs an 

continuous 

assessment in 

change of Secert 

key 
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Pseudonymizati

on 

 

Hard to find out 

the association 

between subject 

name and real 

data. 

 

Highly complex 

statistical 

Functions were 

used 

Interference 

attack is possible. 

 

Data breach is 

possible.   

 

EVALUATION CRITERIA OF 

PRIVACY PRESERVING 

ALGORITHM 

Some of the important characteristics of 

privacy preserving data mining in the 

evaluation and the development of 

algorithm is identifying the criteria which 

best suits and its related principles. 

                Relatively, an algorithm may 

perform better that another one on specific 

measures, like performance and/or data 

utility. It is necessary to give users with 

the suitable metrics which allows them in 

the selection of appropriate privacy 

preserving techniques for the data 

according to their specified parameters 

(i) Performance:Mining algorithm 

performanceis measured in terms of the 

time needed to attain the privacy criteria. 

(ii) Data Utility: Data utility is basically a 

measure of information loss or loss in the 

functionality of data in providing the 

results, which could be generated in the 

absence of PPDM algorithms. 

(iii) Uncertainty level: It is a measure of 

uncertainty with which the sensitive 

information that has been hidden can still 

be predicted. 

(iv)Resistance: Resistance is a measure of 

tolerance by PPDM algorithm shown 

against different data mining algorithms 

and models. 

(v) Privacy: Privacy metric is a measure 

thatindicates how closely the original 

value of an attribute can be estimated. If it 

can be estimated with higher confidence, 

the privacy is low and vice versa. 

(vi) Information loss: Lack of precision 

in estimating the original dataset is known 

as information loss which can lead to the 

failure of the purpose of data mining. 

 

CONCLUSION 

The main objective of privacy preserving 

data mining is to develop new approaches 

and techniques to hide or provide privacy 

to sensitive information so that they cannot 

be disclosed to unauthorized users and 

intruders. This paper, discuss about the 

existing PPDM techniques and different 

approaches in secure multiparty 

computations. Finally, Even there are 

various privacy preserving data mining 

algorithm exist its not easy to have one 

algorithm which satisfies all possible 

criteria such as cost, utility, tolerance there 

does not exist any privacy preserving data 

mining algorithms that excels all other 

algorithms on all possible criteria such as 

cost, utility, performance, security and 

privacy. Different algorithm have different 

impact on these criteria on different types 

of data set. 
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