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Abstract 

The rapid development of hardware, software and communication technologies has introduced internet-

related sensors and provides observations and data measurements from the physical world. As these numbers 

increase and technology develops, the volume of data released will increase. Internet-connected devices technology 

- Internet of Things (IoT) continues to expand the current Internet, ensuring connectivity and interaction between 

physical and cyber worlds. In addition to larger volumes, IoT produces large data characterized by time and location 

dependency with different modalities and variable data quality. This article describes research trends and 

outstanding issues that address IoT data problems when smart cities are considered the most important use cases. 

The potential and problems of machine learning in analyzing IoT data will also be discussed. 
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1. Introduction 

According to various forecasts, around 25 to 50 billion devices on the Internet should be connected by 

2020. This has led to the concept of the newly developed Internet of Things (IoT). IoT is a combination of integrated 

technologies, including wired and wireless communications, sensors and actuators, and Internet-based physical 

objects [1,2]. One of the long-term goals of computers is to simplify and enrich human activity and experience (see, 

for example, the vision of "The Computer for the 21th Century" [3] or "Computer Science for the Year" [4]). IoT 

needs data to provide better service to users or improve the performance of the IoT system to achieve this goal in a 

reasonable way. 

In this way, systems on the network must have access to raw data from different sources and analyze this 

information to gain knowledge. As IoT is one of the most important new data sources, data science will make an 
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important contribution to the smarter design of IoT applications. Data Science is a combination of different sciences 

that uses data mining, machine learning, and other techniques to find patterns and new perspectives from data. These 

methods include a wide range of algorithms applicable in various fields. The process of applying data analysis 

techniques in certain areas includes determining the type of data, such as volume, variety, and speed; data models 

such as neural networks, classification and clustering methods, and the use of efficient algorithms that meet data 

characteristics. 

Predictive analytics using Machine learning algorithms can achieve that. It will not only tell someone 

what the past data was but has valuable insights for future. This will have phenomenal value for businesses and end-

users. Figure 1 outlines a simple IoT architecture with predictive analytics. 

 

Figure 1. simple IoT architecture with predictive analytics. 

2. Literature review 

As IoT is a new concept for the Internet and smart data, it is a complex area of information technology. 

The biggest challenges for researchers with IoT are data preparation and processing. [5] One author offered four 

extraction models for IoT data processing. The first is a multilayer model based on a data collection layer, a data 

management layer, an event processing model, and a layer of data mining services. The second model is a 

widespread data mining model proposed for storing data in different locations. The third is a mining model in which 

authors want to introduce heterogeneous, large-scale and powerful applications. The final model is the data mining 

model from a multi-technology integration perspective that describes the appropriate framework for the future of the 

Internet. 

[6] The author studied the storage of RFID (Radio Frequency Identification) data, with a particular focus 

on RFID traffic management and retrieval. [7] The author introduced a systematic method for evaluating data 
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mining knowledge and methods in the most commonly used applications. In this study, they tested some data 

acquisition functions, such as classification, grouping, association analysis, time series analysis, and contour 

determination. They found that data from data mining applications, such as e-commerce, industry, health and 

municipalities, were similar to IoT data. Following the conclusions, they applied for the most popular data mining 

function and determined which data extraction function is most suitable for data processing for each specific 

application. [8] The author conducted a survey to answer some of the pre-analysis and data processing IoT tasks 

using data mining techniques. 

3. Smart city 

Cities are still demanding services to improve the quality of life and make existing services more 

efficient. In recent years, smart city concepts have played an important role in universities and businesses. In view of 

the growing population and the complexity of urban infrastructure, cities are looking for ways to tackle large-scale 

urbanization. IoT is crucial for urban data collection [9]. IoT allows cities to use live status reports and intelligent 

control systems to respond more intelligently to new situations such as earthquakes and volcanoes. Smart city 

development is aimed at improving services such as traffic management, water management and energy 

consumption, as well as improving the quality of life of the population. Smart cities are trying to transform rural and 

urban areas into places of democratic innovation. These smart cities strive to reduce public health, safety, and 

transport and resource management by helping their economy [10]. 

3.1. Use case 

The city has a significant impact on society because it affects all aspects of human life. A smart city can 

help you live comfortably. The use of smart cities includes smart energy, smart mobility, smart people and urban 

development. This breakdown is based on the latest research in this field and recent McKinsey and Company 

reports. 

3.1.1. Smart energy 

Smart energy is one of the most important areas of IoT research because it is essential to reduce total 

energy consumption. It offers affordable and high quality green energy. Intelligent energy includes a variety of 

operational and energy activities, including smart energy use, smart leakage monitoring and renewable energy 

sources, etc. The use of smart energy (intelligent grid deployment) involves fundamental repair of electricity 

services. Smart Network is one of the most important applications of smart energy. It has a lot of quick time series 

for monitoring important devices. 

3.1.2. Smart mobility 

Mobility is another important aspect of every city. Using IoT, city officials can improve the quality of life 

in the city. Intelligent mobility can be divided into three main components: 
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 (1) Autonomous vehicles: IoT will have a broad impact on the way vehicles are driven. The most important 

question is how IoT can improve vehicle services. IoT sensors and wireless connections make it possible to build 

autonomous cars and monitor their performance. Data collected from vehicles can provide the most popular / 

congested routes and make decisions to reduce traffic congestion. 

(2) Traffic control: Optimizing traffic flow by analyzing sensor data is another element of urban mobility. For 

traffic control, traffic data is collected from cars, racing cameras and road counters. 

(3) Public transport: IoT can improve the management of the public transport system by providing a precise 

location and intelligent transport information. This can help passengers make better decisions about their schedules 

and reduce wasted time. There are different opinions about building smart public transport systems. 

These systems need to process different types of data, such as vehicle location data and traffic data. 

Intelligent public transport systems need to be driven in real time to make the right decisions in real time and to 

benefit from historical data analysis. 

4. Research trends and open issues 

As mentioned above, data analysis makes a significant contribution to IoT. To take full advantage of the 

data analysis capabilities and learn from them, IoT needs to overcome a number of important challenges. They can 

be divided into three different ways. 

4.1. IoT data characteristics 

Because data is the basis for knowledge, it is important to get quality information. This condition can 

directly affect the accuracy of knowledge acquisition. Because IoT generates large volumes, high speeds and 

different types of data, maintaining data quality is a difficult task. While many solutions have been introduced to 

address these issues, none of them can address all aspects of data attributes accurately, as large data management 

solutions and data processing platforms are distributed. IoT data acquisition is weak; in other words, data from 

various IoT resources are mainly raw data and not sufficient for analysis. A wide range of solutions is proposed, but 

most of them require additional improvements. Semantic technologies, for example, tend to improve IoT data 

acquisition using annotation algorithms, but they need to put more effort into overcoming speed and volume. 

4.2. IoT applications 

IoT applications are divided into different categories based on their unique characteristics. Some questions 

need to be considered when analyzing data in IoT applications. Firstly, the confidentiality of the data collected is of 

the utmost importance, as the data collection processes may include personal or critical data that are unavoidable in 

handling confidentiality issues. Second, depending on significant resources and simple IoT design hardware, it is 

important to consider security settings such as network security and data encryption. Otherwise, the infected IoT 

device network can cause a crisis, ignoring design and implementation security. 
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4.3. Analytical algorithms for IoT data in Machine Learning 

According to the smart data characteristics, the analysis algorithms must be able to process large amounts 

of data. In other words, IoT requires algorithms that can analyze data from different sources in real time. Many 

attempts have been made to solve this problem. For example, deep algorithms that are neural network development 

can achieve a high accuracy index if they have enough time and data. Advanced intelligent data can easily be 

influenced by in machine learning algorithms. In addition, algorithms based on neural networks lack interpretation, 

that is, data scientists do not understand the reasons for the model results. Similar, semi-controlled algorithms that 

model small amounts of data with large amounts of unencrypted data can help analyze IoT data. 

5. Conclusions 

IoT consists of a large number of different devices that are interconnected and transmit large amounts of 

data. Smart City is one of the most important IoT applications and offers a variety of services in areas such as 

energy, mobility and urban planning. These services can be improved and optimized by analyzing smart data 

collected in these areas. Many analytical data algorithms can be used to gather information from the collected data. 

In this article, various applications in IoT and smart cities have their own characteristics, such as the number of 

devices and their data. 
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