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ABSTRACT 

         Wireless Sensor Network(WSN) is a large 

network which consist of nodes that has sensor 

functions. Whenever a node wants to send the 

data to another node, in-between node called as 

co-operator node act as an intermediate for 

receiving or sending the packet to destination. 

Compare to Conventional WSN’s, special 

security and other performance related issues 

have to be considered in modern sensor network. 

For instance, an attacker could initiate various 

attacks over an node in a network, which leads 

to anomalies in the network behaviors. Hence 

such node will deny service to other nodes in 

that network. Therefore the design of Sensor 

network must be robust to attacks, even if attack 

succeeds, its impact should be minimized. 

  In present Wireless sensor network 

environment many nodes are affected by 

internal and external hackers. These nodes are 

called Malicious node (formed due to attacks) 

and Residual node(due to lack of energy).Hence 

the  detection and mitigation of such nodes with 

low energy consumption are important for 

improving the performance of WSN. 

   Index Terms- Trust management, security, 

wireless sensor networks, MANETs, routing, 

intrusion detection, Congestion control, 

performance analysis. 

 

1. INTRODUCTION  

 Generally, wireless networks possess flexible 

mobility and scalability for several 

communications. So, they are always chosen for 

various applications from the beginning of their 

innovation. These wireless networks are 

considered as an improved technology which 

has minimum cost for communication compared 

to wired networks and they gained more 

popularity in the field of research, industrial and 

academic. Mobile Ad hoc Network (MANET) is 

a significant concept of wireless networks which 

comprises of thousands of nodes that are 

mobile as well as autonomous and they do not 

requires any existing network infrastructure. 

     Unlike most existing reputation and trust 

management schemes in the literature, we 

consider not only quality of service (QoS) trust 

derived from communication networks, but also 

social trust derived from social networks [2] to 

judge if a node is trustworthy to deal with 

selfish (uncooperative) or malicious nodes. 

     To achieve the goals of identifying the best 

trust composition, trust aggregation and trust 
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formation for WSN applications, we develop a 

novel model-based analysis methodology for 

analyzing and validating protocol design. 

 

1.1. VULNERA BILITIES OF MANETS 

    In wired networks, the communication takes 

place through wires and is flows through some 

other devices like gateways and fire walls. Thus, 

the security is maintained but we cannot employ 

wired networks for longer communication. So, 

we are going to the concept of wireless 

networks in which we particularly concentrate 

on Mobile Ad hoc Network (MANET) and 

because of the characteristics of mobile 

environment which are vulnerable that introduce 

several attacks like passive eavesdropping and 

active interfering Moreover, the nodes of 

MANETs can be attacked by various attackers 

from any directions. Some o f the attacks 

like receiving access to secret information, 

message/content scrambling and activities of 

intermediate nodes like sender or receiver. 

 

 

2. ATTACKS IN MANETs 

  2.1. Tunneling Attack 

     Tunneling attack is also known as wormhole 

attacks which is nothing but when more than 

one node may cooperate to encapsulate and they 

interchange their messages among the nodes 

along existent paths. Such exploit provides the 

chance to a particular node or some nodes to 

make short-circuit and the actual flow of data 

constructing a virtual vertex cut in that network 

which is operated by the more than one 

colluding attacker nodes. 

2.2. Information Disclosure Attack 

   In this information disclosure attack, an 

unauthorized node collects confidential data 

from compromised nodes in the mobile network. 

These data may contain the following 

information such as information concerning 

the network topology, nodes geographic 

location and best routes to unauthorized nodes 

in that mobile network. 

2.3. Denial of Service (Dos) Attack 

These attacks concentrate at the entire 

disruption of the function of routing and hence 

the complete operation of the mobile ad-hoc 

network. Particular examples of denial of 

service attack contain the overflow of routing 

table and the sleep privation torture. In overflow 

of routing table attack, the vicious node 

overflows the adhoc network with the creation 

of some bogus route packets to have the 

resources of the active node and interrupt the 

formation of decriminalize routes. The sleep 

privation torture concentrates at the batteries 

consumption of a particular node by invariantly 

maintaining it waged in routing conclusions. 

3.Proposed Protocol 

 we proposed Secure Routing for Attacker 

Identification (SRAI) protocol that mechanically 

creates a misbehavior report to communicate the 

status of the obtained packets to corresponding 

source and such SRAI protocol conceives the 
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threshold value of the transferred node that can 

be employed to discover the original packets 

at the destination side. For example, take a node 

that contains the threshold value as 30 and when 

it attains the receiver side, it assures the 

threshold value. If the checked threshold value 

is constant, then the destination takes over 

the delivered packet is original and creates an 

acknowledgement that is transmitted to that 

source. If these transmitted packets are watched 

or altered by any assailers by the way to reach 

their destination, its threshold value may vary 

and then it sent to the destination which assures 

the threshold value and discovers the obtained 

packet is replicate. Then, the destination makes 

a misbehavior report to corresponding source 

node. 

 4. Algorithm for Secure Routing for Attacker 

Identification (SRAI) Protocol 

1) Collection of neighbor nodes �Nix  

2) Initialize the source model � Six 

3) Attachment agent �Rax 

4) Packet ID � Pid 

5) Nodes activity�Nix in packet mode 

6) �Nix = � Pckt 

7) In packet mode 

8) Total number of packets 1200 

9) For (� Pid= 0; � Pid <N; � Pid++) 

10) Begin 

11) If Pckt= A 

12) Pckt< = Attacker injected 

13) send the misbehavior report and send the S-ACK 

      //send duplicate report 

14) Else 

15) Pckt= B; 

16) Pckt = No attacker 

17) Send (ACK) the acknowledgment packet ID 

18) End if 

19) End process 

20) Destination �Dix 

21) �Dix < = �Rax + � Six 

 

       Generally, a mobile network comprises of 

thousands of mobile nodes in which any one of 

them acts as a source that can send packets 

through the network, a destination acts as a 

receiver and a router or an agent can acts as a 

forwarder of packets. When packet transmission 

takes place, the packets are transmitted from 

source to destination by the router or agent node 

and an acknowledgement is generated by the 

destination for corresponding node which is sent 

to the sender to know the status (like dropped or 

received) of the transmitted packets. While the 

source receives an acknowledgement for 

received packets then only it can send a next 

packet through the network to the destination. If 

suppose the transmitted packet is corrupted or 

hacked or modified by an attacker along the way 

to reach destination, such attacked packet is also 

transmitted to the receiver. In order to identify 

the attacked or modified packets at the receiver 

side we propose a protocol called Secure 

Routing for Attacker Identification (SRAI) 

protocol that automatically generates a 

misbehavior report to convey the status of the 

received packets to the source. This SRAI 
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protocol considers the threshold value of the 

transmitted node which can be used to detect the 

correct packets at the receiver side. For instance, 

consider a node which has the threshold value as 

50. When it reaches the destination, it checks 

the threshold value. If it is constant, then the 

receiver assumes the received packet is original 

and generates an acknowledgement which is 

sent to the source. If the packets are viewed or 

modified by an attacker through the way to 

reach destination, its threshold value may 

change and then it transmitted to the destination 

that checks the threshold value and identifies the 

received packet is duplicate. Then, it generates a 

misbehavior report to the source. 

5. ISSUES IN TRADITIONAL METHODS 

· It has lack of security while packet  

transmission 

· By using such methods we cannot easily 

identifies the attacked packets as well as 

attackers 

· The destination of the network can receive 

packets with some number of attacked ones 

· The traditional methods do not generate any 

acknowledgement concerned with the status of 

received packets 

· Throughput and efficiency of entire network is 

reduced 

5.1. Benefits of Proposed Method 

· Our proposed protocol provides more security 

while in transmission 

· We can easily identify the attacked packets 

and 

attackers also 

· The SRAI protocol can generate misbehavior 

report while it receives attacked packets 

· Throughput and efficiency of entire network is 

increased when compared to the traditional 

methods 

6. PERFORMANCE EVALUATION 

The efficiency of the proposed protocol will be 

assessed using the performance evaluation by 

the following arguments: PDR, scalability, End-

to-end delay and throughput. 

6.1. Packet Delivery Ratio 

It is specified as the ratio of data packets 

delivered by the receiver/destination which are 

provided by the sources and such performance 

measurement yields us an estimate of how well 

the protocol is executing in terms of delivery of 

packet at various speeds applying various traffic 

models. 

6.2. End-to-End Delay 

It is defined as the average time to reach data 

packet to the destination and lets in entire 

possible delays induced by buffering throughout 

the route discovery response time and queuing 

of the interface queue. Such metric is evaluated 

by deducting time at that first packet was 

transferred by the source of time at that 

initiative data packet came to destination. 

6.3. Throughput 

It is defined as the entire amount of packets 

obtained throughout the entire simulation time.  
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7. DISTANCE VECTOR ROUTING 

PROTOCOL - CONGESTION AWARE 

DISTANCE VECTOR (CADV) 

In a distance vector routing protocol, 

every host maintains a routing table containing 

the distances from itself to possible destinations. 

A mobile host in an ad hoc network can be 

viewed as a single server queuing system. The 

delay of sending a packet is positively 

correlated with congestion. In CADV, each 

entry is associated with an expected delay, 

which measures congestion at the next hop. 

Every host estimates the expected delay based 

on the mean of delay for all data packets sent in 

a past short period of time. Currently, the length 

of the period is equal to the interval between 

two periodical updates.  

When a host broadcasts an update to 

neighbors, it specifies the delay it may introduce. 

A routing decision is made based on the 

distance to the destination as well as the 

expected delay at the next hop. CADV tries to 

balance traffic and avoid congestion by giving 

priority to a route having low expected delay. A 

CADV routing module consists of three 

components. 

 Traffic Monitor monitors traffic going 

out through the link layer. Currently it 

keeps track of the average delay for 

sending one data packet in recent period 

of time. The time period is specified by 

the route maintenance component. 

 Traffic control determines which packet 

is the next to send or drop, and 

reschedules packets if needed. At present, 

it supports a drop tail FIFO queue and 

provides functionality to re-queue 

packets. 

 Route maintenance is the core 

component. Its functionalities include 

exchanging information with neighbors, 

evaluating and maintaining routes, 

managing the traffic monitor and traffic 

control components. 

             CADV outperforms AODV in delivery 

ratio by about 5%, while introduces less 

protocol load. CADV introduces higher end-to-

end delay than AODV and DSDV do when the 

number of connections is greater than 10, 

because it may choose longer route to forward 

packets. The delay is rather stable with the 

increase of the number of connections. CADV 

consumes less power. For the movements of 

mobile hosts generated by the random waypoint 

model, the link change and route change are, 

with a very high probability, linear functions of 

the maximum speed, and linear functions of the 

pause time, respectively. The protocol load for 

the proactive routing protocols (such as DSDV) 

grows as the number of hosts increases, while 

that of the on-demand routing protocols (such as 

AODV) increases with the number of source-

destination (S-D) pairs. The proactive approach 

performs better when the number of S-D pairs is 

close to the number of hosts. CADV is not 
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congestion adaptive. It offers no remedy when 

an existing route becomes heavily congested. 

 

8. CONGESTION ADAPTIVE ROUTING 

IN AD HOC NETWORKS 

             CRP protocol tries to prevent 

congestion from occurring in the first place. 

CRP uses additional paths (called “bypass”) to 

reduce packet delay, but tries to minimize 

bypass  to reduce the protocol overhead. Traffic 

is split over the bypass and the primary route 

probabilistically and adaptively to network 

congestion. Hence,  1) power consumption is 

efficient because traffic load is fairly distributed 

and     2) congestion is resolved beforehand and, 

consequently, CRP enjoys a small packet loss 

rate. 

 

 

             In CRP, every node appearing on a 

route warns its previous node when prone to be 

congested. The previous node then uses a 

“bypass” route bypassing the potential 

congestion to the first non-congested node on 

the route. Traffic will be split probabilistically 

over these two routes, primary and bypass, thus 

effectively lessening the chance of congestion 

occurrence. CRP is on-demand and consists of 

the following components: 

(1) Congestion monitoring, (2) Primary route 

discovery, (3)Bypass discovery, (4) Traffic 

splitting and congestion adaptivity, (5) Multi-

path minimization, and (6) Failure recovery. 

 

1. Congestion Monitoring 

A variety of metrics can be used for a 

node to monitor congestion status. Chief among 

these are the percentage of all packets discarded 

for lack of buffer space, the average queue 

length, the number of packets timed out and 

retransmitted, the average packet delay, and the 

standard deviation of packet delay. In all cases, 

rising numbers indicate growing congestion. 

Any of these methods can work with CRP in 

practice. We further classify the congestion 

status at a node into 3 levels: “green”, “yellow”, 

and “red”. A node is said to be “green” if it is 

far from congested, “yellow” if likely congested, 

or “red” if most likely or already congested. A 

bypass is a path from a node to its next green 

node. The next green node is the first green 

node at least two hops away downstream on the 

primary route. 

 

2. Primary Route Discovery 

To find a route to the receiver, the 

sender broadcasts a REQ packet toward the 

receiver. The receiver responds to the first copy 

of REQ by sending toward the sender a REP 

packet. The REP will traverse back the path that 

the REQ previously followed. This path 

becomes the primary route between the sender 

and the receiver. Nodes along this route are 

called primary nodes. To reduce traffic due to 

route discovery and better deal with congestion 

in the network, we employ two strategies: (1) 

the REQ is dropped if arriving at a node already 

having a route to the destination, and (2) the 
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REQ is dropped if arriving at a node with 

a ”red” congestion status. 

 

3. Bypass Discovery 

A node periodically broadcasts to 

neighbors a UDT (update) packet. This packet 

contains this node’s congestion status and a set 

of tuples {destination R, next green node G, 

distance to green node m}, each for a 

destination R that the node has a route to. The 

purpose is that when a node N receives a UDT 

packet from its next primary node Nnext 

regarding destination R, N will be aware of the 

congestion status of Nnext and learn that the 

next green node is G which is m hops away on 

the primary route. If Nnext is yellow or red, a 

congestion is likely ahead if data packets 

continue to be forwarded on link N Nnext . 

Since CRP tries to avoid congestion from 

occurring in the first place, N starts to discover a 

bypass route toward node G - the next green 

node of N known from the UDT packet. This 

bypass search is similar to primary route search, 

except that: (1) the bypass request packet’s TTL 

is set to 2 × m, and (2) the bypass request is 

dropped if arriving at a node (neither N nor G) 

already present on the primary route. Thus, it is 

not costly to find a bypass and the bypass is 

disjoint with the primary route, except that they 

join at the end nodes N and G. It is possible that 

no bypass is found due to the way the bypass 

request approaches G. In which case, we 

continue using the primary route. However, 

finds that the chance for a “short-cut” to exist 

from a node to another on a route is significant. 

 

4. Traffic Splitting and Congestion Adaptability 

At each node that has a bypass, the probability p 

to forward data on the primary link is initially 

set to 1 (i.e., no data is sent along the bypass). It 

is then modified periodically based on the 

congestion status of the next primary node and 

the bypass route. The congestion status of the 

bypass is the accumulative status of every 

bypass nodes. The key is that we should 

increase the amount of traffic on the primary 

link if the primary link leads to a less congested 

node and reduce otherwise. An example is 

demonstrated by Figure 1, where the bypass 

from A is A→ X → Y→ C, from B is B→Y 

→Z→ E, and from D is D →W→F . 

 

5. Multi-path Minimization 

To reduce the protocol overhead, CRP 

tries to minimize using multiple paths. If the 

probability p to forward data on a primary link 

approaches 1.0, this means the next primary 

node is far from congested or the bypass route is 

highly congested. In this case, the bypass at the 

current node is removed. Similarly, if the next 

primary node is very congested (p approaches 0), 

the primary link is disconnected and the bypass 

route becomes primary. To make the protocol 

more lightweight, CRP does not allow a node to 

have more than one bypass. The protocol 

overhead due to using bypass is also reduced 

partly because of short bypass lengths. Each 
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bypass connects to the first non-congested node 

after the congestion spot, which should be just a 

few hops downstream. 

 

6. Failure Recovery 

A desirable routing protocol should gracefully 

and quickly resume connectivity after a link 

breakage. CRP is able to do so by taking 

advantage of the bypass routes currently 

available. For instance, in Figure 1, if node C or 

D fails or moves away, B can take the bypass B 

→Y→Z →E. 

 

9. ECARP: AN EFFICIENT CONGESTION 

ADAPTIVE ROUTING PROTOCOL FOR 

MOBILE AD HOC NETWORKS 

The proposed congestion control routing 

protocol outperform all the other routing 

protocols during heavy traffic loads. The 

simulation experiment with five CBR traffic 

source sessions between to common destination 

using AODV, DSR, DSDV and TORA were 

conducted. The performance metrics are 

Average Packet Delivery Ratio and Average 

End-to-End delay. For observation in as 

constraint situation we have considered only 

Average Packet Delivery Ratio, In normal case 

AODV outperforms better than other three 

routing protocols . The TORA performs better 

than DSDV. But under constraint situation of 

same routing protocols behaves differently. 

With six CBR traffic sources to a common 

destination, AODV suffers degradation up to 

35% whereas DSR suffers only 10% compared 

to normal situation. TORA suffers degradation 

of 45% whereas DSDV suffers only 15%. On 

comparing their performances, it was observed 

that DSR performs better than other three 

routing protocols. The main reason for 

performance degradation in packet delivery 

ratio is due to packet drops by the routing 

algorithm after being failed to transfer the data 

in the active routes. There are several reasons 

for packet drops such as network partitioning, 

link break, collision and congestion in the ad 

hoc networks. The main important property of 

routing algorithm is quick link recovery through 

efficient route maintenance. Therefore, the DSR 

routing protocol has fast reaction for link 

recovery and finds alternative path (during 

congestion) in compared with AODV and other 

routing protocols in the given situation. AODV 

keeps only the active and removes the state ones. 

Therefore, unavailability of the alternate routes 

leads to route discovery by the source node. The 

congestion will be high when multiple CBR 

sources send data to a single destination. In 

AODV, the intermediate, nodes are unable to 

send the data packets, link break situation 

perceived by AODV sends route error or finding 

new route through source will result in packet 

drops resulting in degradation of packet delivery 

ratio, increase in Average End-to-End delay and 

increase in Routing overhead.  Thus AODV 

ensures the high availability of alternative routes 

and reduce the rate of broken route removal 

process.  
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10. ECARP CONGESTION CONTROL 

ALGORITHM 

This algorithm provides solution to improve 

routing protocols due to constrained 

environment.  

Step1: check the occupancy of link layer buffer 

of node periodically, Let C be the congestion 

status estimated. 

Step2: Compute Cs = Number of packet 

buffered in Buffer Buffer size 

Step 3: Set the status for Congestion. It can be 

indicated by three statues “Go”, “Careful” and 

“Stop” . [ “Go” indicates there is no congestion 

with Cs ½ “careful” indicates the status likely to 

be congested with ½ Cs ¾ and “Stop” indicates 

the status likely to be congested ¾ Cs 1.] 

Step4: Invoke congestion control routine when 

link failed event has occurred in data transfer 

with using active route or ¾ Cs 1. 

Step 5: Assume that neighbor will have alternate 

route or noncongested route to the destination. 

Step 6: Make Query to non-congested neighbors 

for route to destination. 

Step 7: After obtaining the routes from the 

neighbors, select route with minimum hops. 

Step 8: Once route is finalized start sending the 

data packets through non-congested route. 

Step 9: If there is no alternative route to 

destination then start splitting the traffic to the 

less congested route. 

Step 10: Traffic splitting effectively reduces the 

congestion status at the next main node. 

 

 

11. CONCLUSION 

In MANETs, packet dropping or hacking causes 

a major threaten to the security and here we 

proposed Secure Routing for Attacker  

Identification (SRAI) protocol which is 

particularly designed for mobile ad hoc 

networks. By using the SRAI protocol, we can 

detect the attacked nodes at the receiver side by 

considering its threshold value and it 

automatically generates a misbehavior report to 

the source. When we compared this SRAI 

protocol to other existing attacker or intruder 

identification mechanisms, our proposed 

protocol provides better performance. 

 As the congestion control is the most 

important factor of any packet switching 

network, the whole performance and accuracy 

of network is directly related to it, the 

congestion control becomes more important. We 

briefly survey of various congestion control 

algorithms. It shows that at present there is no 

single algorithm that can resolve every problems 

of congestion control on computer networks. 

Further research work is needed in this direction. 
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