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Abstract 

 

Internet of Vehicles is a popular one in this decade which plays a vital role in automobile 

industry. Where most of the vehicles used for public and private are integrated with various 

sensors and transistors which will be core essential for an intelligent vehicle a steady growth. 

In vehicles, the quantity of chips will also increase according to the development. The 

increase in the amount of data formed by these sensors appears to be more dramatic as 

sensors frequently produce data. It is important to store these data for future reference, 

analysis and finding valuable information like fault diagnosis information, GPS tracing, auto 

drive support etc. Inappropriately, the variety of data and volume becomes rapidly extreme. 

In large scales, the existing analytical techniques fail to work effectively and produces a lot 

of false positives, which under means their efficacy, when enterprises move to cloud 

architectures and gather massive data, the issues become more serious  
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I. INTRODUCTION 

Internet of vehicles (IoV), a rapidly developing segment, transforms the automobiles which 

possess incredible new features like car connectivity, advanced driver safety and in-vehicle 

infotainment and finally puts it as equal with home and office as a consumer space. The 

seismic change in automotive design has a tremendous impact, which alters the interface of 

the consumer with their cars and it maintains interest for India. 

IoV technology is a dynamic mobile interaction method which communicates between 

vehicles and public networks which involves V2V, V2R, V2H and V2S. 

IoV technology assists to share and gather information about transport, roads and their 

surroundings. It also highlights the process, figuring, partaking, and security of data 

platforms. This information helps the system of data platforms. This information helps the 

system to virtually lead and monitor transport, and give sufficient multimedia and mobile 

Internet application services. In accordance with the view of network, an IoV system is a 

three-level “Client-Connection-Cloud” system in Figure 1. 
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Figure.1. infrastructure technologies will enablecar data monetization 

 Client system – client system is the exceptional sensors of a vehicle which collects the 

vehicle understanding and discovers driving condition and surrounding. It is a 

widespread communication terminal which attributes intra-vehicle, inter-vehicle and 

vehicle network interaction. It further involves IoV handling and accomplish of an 

assured vehicular identity in cyberspace. 

 Connection system – it ensures the link to realize interaction and roaming between ad-

hoc vehicular networks (VANETs) and other heterogeneous networks. 

 Cloud system IoV is a cloud-based vehicle functioning data platform. This ecosystem 

covers varied services like ITS, logistics, cargo/passenger transport, hazmat transport, 

vehicle repair/fitting, vehicle manufacturing, vehicle dealership, vehicle supervision, 

insurance, emergency rescue, and mobile Internet, which enables a variety of copious 

sources of information. Cloud system requires operations like virtualization, 

authentication, real-time communication and bulk accumulation. The transport 

information collection, computing, scheduling, control management and applications, 

which are integrated through this system. 
 

The current GPS+GPRS system is only a joint application of the surviving technologies. 

Many ITS tests are carried out based on this technology. This IoV technology would be 

unfavourable for strategic priorities and technical inventions of a country. 
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Figure. A. infrastructure technologies with communication among the vehicles 

II. RELATED WORKS 

Sensors in the car enable to find objects and move around them. The sensed data is processed 

by artificial intelligence software which judges the behaviour of the objects and designs 

decisions regarding the response of the car. The self-learning competencies of the car enable 

it to find, respond and learn from new situations. 

The vehicle’s operation is established on its capability to reply immediately to stimuli and 

pass verdicts which drive a correct response (i.e.,) the aptness, continuous communication 

and timeliness in processing the data. Connectivity enlarges which enables the progressive 

incorporation of a vehicle into a broader ecosystem of additional devices and infrastructure. 

Additional capabilities like smart traffic routing of self-driving vehicles arise which aims in 

enhancing transport effectiveness. 

The dimensions of the technologies intricate occurs to signify, as it has in the past, an 

augmentation of the ecosystem required to permit this value loop and a sensible shift in 

power balance among the relevant players. Industry undergoes a fundamental and widespread 

transformation, due to the impact of the automotive business model. In a scenario, the power 

lies firmly with software platform givers, and the vehicle is just a conduct that acts on the 

data provided a powerful functioning system? Here, the majority of value is captured by 

players in the ecosystem that has the ability to use data provided by the vehicle and its 

surroundings. 

 

 Figure 4: Vehicles to Centralized Server Communication 

International Journal of Scientific Research and Review

Volume 8, Issue 4, 2019

ISSN NO: 2279-543X

Page No: 433



To monitor the metrics of the vehicles, a number of sensors are deployed on each vehicle in 

Figure 4. IoV makes these sensors work in unison to derive reasonable inferences from the 

data generated. It is not uncommon for automobiles to have sensors in-built [6]. However, 

with the vast amount of data that needs to be analysed, sensors are to be standardized to have 

effective results. The metrics of the automobile that need to be monitored are:  

• Tyre pressure  

• Fuel level 

• Speed/velocity reading 

• Exhaust gases' contents  

• Vehicle lock  

 

III BIG DATA ANALYTICS ON VEHICLE SECURITY ISSUES  

 The science of logical cognitive unclogged by related visual interfaces is termed as 

visual analytics. Based on effective computation and storage, human-computer interaction in 

bog data has gained less attention. It is considered to be one of the basic tools to accomplish 

the deal of big data analytics, as its aim is to deliver the data effectively to humans. Big data 

is altering the landscape of security technologies for network monitoring, SIEM and 

forensics. Big data is not an elixir, in the everlasting arms race of attack and defense. The 

security researchers must walk around fictional methods to contain sophisticated attackers. 

Big data enables a world where sustaining monitoring in excess of the outcome of private 

data is frequently confronted. Consequently, the need to multiply our exertions to edify a 

modern set of computer scientists and engineers based on privacy worth has risen, there is a 

need to work with them to enhance the equipment for framing big data systems which tracks 

generally approved private rules. 

 Data safety is essential in all firms. Enterprise data is subjected able to leaks by 

internal stake holders. Steps are taken to propose a risk assessment mechanism which helps 

the information security manager to be alert of the safety challenges and value the 

vulnerability in the end client device. Large numbers of legacy safety measures certainly do 

not function in the manner we expect them to. Especially, as the data size increases, there is 

an increase in the data variety and data sources. The existing ways struggle with large 

volumes of information, varied data sources and analysis tools which are not able to cope 

with data velocity. 

 Big data methods can take conventional safety analytics to the next level. Each and 

every data is essential as it has some value in it. We require methods for better identification 

of trends detect new challenges based on suspicious activity, identify geographic regions 

seeing similar disproportionate threat activities, global threat features etc. 

  Availed a challenge of safeguarding/protecting the important data of any firm, the 

main aim is to comprehend the varied functions carried out in the system, status of the 

system, controlling the typical behavior of the system and finally reviewing its safety. The 

managers and data safety officials in business or firms need to comprehend the properties 

owned by the firms which include web servers, mail servers, file servers, personal computers 

and all software and application service software. Here the information sets will be big, 
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complicated and dynamic which needs to capture, manage and process the information. The 

involvement of Big data techniques can lead to entirely new set of safety capabilities. This 

discovering process will be considered as an auditing of firm information safety. Figure 1 

shows the proposed Big data analytics model for implementing enterprise data safety. 

 Addressed business requirements of Internet of Vehicles vary for commercial 

vehicles. Improved vehicle positioning, vehicle surveillance and management, analysis of 

traffic information and other business needs by enabling a centralized storage and managing 

PB-level massive data in the data center. 

 Allowing real-time management and controlling by gathering real-time status and 

news from vehicles for analysis and research. 

 Forming a nimble up-coming data center design comprising storage, network and 

computing tasks supports future business needs and the growth of IoV enables business 

development. 

IV . CONCLUSION AND FUTURE WORK 

Management and monitoring of vast number of vehicles is one of the challenges in the 

real world. The development that’s exists in vehicle automation through sensors provides a 

huge amount of data, there are a lot of controversies and concerns due to its immaturity and 

prospective security issues. It enhances the efficiency and effectiveness of the detection by 

collecting and controlling the vehicles through Internet without any malicious intrusion and 

attack. Yet, there are works to be done to defend the management of vehicles through fault 

diagnosis and various level sensors to manage the vehicle. In near future, the sensors found in 

the vehicle need to be stored in huge data storage volumes and those data are considered as 

sensitive data of vehicle history.  
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