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ABSTRACT: Characterized by the increasing arrival rate of live content, the emergency 

applications pose a great challenge: how to disseminate large-scale live content to interested users 

in a scalable and reliable manner. The publish/subscribe (pub/sub) model is widely used for data 

dissemination because of its capacity of seamlessly expanding the system to massive size. However, 

most event matching services of existing pub/sub systems either lead to low matching throughput 

when matching a large number of skewed subscriptions, or interrupt dissemination when a large 

number of servers fail. The cloud computing provides great opportunities for the requirements of 

complex computing and reliable communication. In this paper, we propose SREM, a scalable and 

reliable event matching service for content-based pub/sub systems in cloud computing 

environment. To achieve low routing latency and reliable links among servers, we propose a 

distributed overlay Skip Cloud to organize servers of SREM. Through a hybrid space partitioning 

technique HPartition, large-scale skewed subscriptions are mapped into multiple subspaces, 

which ensures high matching throughput and provides multiple candidate servers for each event. 

Moreover, a series of dynamics maintenance mechanisms are extensively studied. To evaluate the 

performance of SREM, 64 servers are deployed and millions of live content items are tested in a 

Cloud Stack testbed. Under various parameter settings, the experimental results demonstrate that 

the traffic overhead of routing events in SkipCloud is at least 60 percent smaller than in Chord 

overlay, the matching rate in SREM is at least 3.7 times and at most 40.4 times larger than the 

single-dimensional partitioning technique of BlueDove. Besides, SREM enables the event loss rate 

to drop back to 0 in tens of seconds even if a large number of servers fail simultaneously. 

1. INTRODUCTION 

Common requirement for any system is security. The need for security must be extremely high. It 

is one of the major requirements to protect or control any sort of failures. There are number of 

mechanisms which are available to provide security. In that one of the most important mechanisms 

is encryption. In cryptography encryption is the process of converting plain text to cipher text 

which is unreadable from unauthorized users. The cryptography mechanism is required in 

publish/subscribe system. In publish/subscribe system publisher is one who publishes his content 

without specifying a particular destination to reach publisher will not program the documents to 

be delivered to a particular subscriber. Publisher will classify publishing documents based on 

different criteria and release it and subscriber will show interest on one or more documents and 

subscribe to that particular one in order to have access over it. This publish/subscribe system is 

traditionally carried out in broker-less [12] content based routing which forwards or routes the 

message based on the content of the message instead of clearly routing to a specified destination. 

Content based routing applies some set of rules to It’s content to find the users who are interested 

in its content. Its different nature is helpful for huge-level scattered applications and also provides 
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a high range of flexibility and adaptability to change. Authorized publisher have permission to 

publish events in the network and similarly subscribers who likes the content can gets subscribed 

to a particular published content and have access over it by which high level access control [7] can 

be achieved. Here published content should not be exposed to routing infrastructure and 

subscribers should receive content without leaking subscription identity to the system, which is a 

highly challenging task which needs to be carried out in content-based pub/sub system. Publisher 

and subscriber are the two entities and they do not trust each other. Even though authorized 

publisher publish events, nasty publisher pretend to be the real publisher and may spam the 

network with fake and duplicate contents similarly subscribers are very much eager to find other 

users and publishers which are challenging tasks. Finally, Transport Layer Security (TLS) or 

Secure Socket Layer (SSL) is secure channels for distributing keys from key server to the required. 

Existing security approach deals with traditional network and security is based on restricted 

manner which tells about key word matching [8]. Key management was the challenging task in 

the existing approach, so to overcome all these, we use new approach called pairing based 

cryptography mechanism, which helps in mapping between to end parties so called cryptographic 

groups. Here, Identity Based Encryption Technique (IBE) [9] is used under this mechanism. New 

approach IBE provide greater concern towards authentication and confidentiality in the network. 

Our approach permit users to preserve credentials based on their subscriptions. Secret keys 

provided to the users are labeled with the credentials. In Identity-based encryption (IBE) 

mechanisms 1) key can be used to decrypt only if there is match between credentials with the 

content and the key; and 2) to permit subscribers to check the validity of received contents. 

Moreover, this approach helps in providing fine-grained key management, effective encryption, 

decryption operations and routing is carried out in the order of subscribed attributes. 

LITERATURE SURVEY 

Efficient event routing in content-based publish/subscribe service network 

AUTHORS:  F. Cao and J. P. Singh, 

Efficient event delivery in a content-based publish/subscribe system has been a challenging 

problem. Existing group communication solutions, such as IP multicast or application-level 

multicast techniques, are not readily applicable due to the highly heterogeneous communication 

pattern in such systems. We first explore the design space of event routing strategies for content-

based publish/subscribe systems. Two major existing approaches are studied: filter-hosed 

approach, which performs content-based filtering on intermediate routing servers to dynamically 

guide routing decisions, and multicast-based approach, which delivers events through a few high-

quality multicast groups that are pre-constructed to approximately match user interests. These 

approaches have different trade-offs in the routing quality achieved and the implementation cost 

and system load generated. We then present a new routing scheme called Kyra that carefully 

balance these trade-offs. Kyra combines the advantages of content-based filtering and event-space 

partitioning in the existing approaches to achieve better overall routing efficiency. We use detailed 

simulations to evaluate Kyra and compare it with existing approaches. The results demonstrate the 
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effectiveness of Kyra in achieving high network efficiency, reducing implementation cost and 

balancing system load across the publish-subscribe service network. 

Cassandra: A decentralized structured storage system 

AUTHORS: A. Lakshman and P. Malik 

Cassandra is a distributed storage system for managing very large amounts of structured data 

spread out across many commodity servers, while providing highly available service with no single 

point of failure. Cassandra aims to run on top of an infrastructure of hundreds of nodes (possibly 

spread across different data centers). At this scale, small and large components fail continuously. 

The way Cassandra manages the persistent state in the face of these failures drives the reliability 

and scalability of the software systems relying on this service. While in many ways Cassandra 

resembles a database and shares many design and implementation strategies therewith, Cassandra 

does not support a full relational data model; instead, it provides clients with a simple data model 

that supports dynamic control over data layout and format. Cassandra system was designed to run 

on cheap commodity hardware and handle high write throughput while not sacrificing read 

efficiency. 

EXISTING SYSTEM: 

A number of pub/sub services based on the cloud computing environment have been proposed, 

However, most of them can not completely meet the requirements of both scalability and reliability 

when matching largescale live content under highly dynamic environments. This mainly stems 

from the following facts: Most of them are inappropriate to the matching of live content with high 

data dimensionality due to the limitation of their subscription space partitioning techniques, which 

bring either low matching throughput or high memory overhead. These systems adopt the one-hop 

lookup technique among servers to reduce routing latency. In spite of its high efficiency, it requires 

each dispatching server to have the same view of matching servers. Otherwise, the subscriptions 

or events may be assigned to the wrong matching servers, which bring the availability problem in 

the face of current joining or crash of matching servers. Matching servers. Otherwise, the 

subscriptions or events may be assigned to the wrong matching servers, which bring the 

availability problem in the face of current joining or crash of matching servers. 

Disadvantage: 

1. The system cannot scalable to support the large amount of live content. 

2. The Multihop routing techniques in these broker-based systems lead to a low matching 

throughput, which is inadequate to apply to current high arrival rate of live content. 

3. Most of them are inappropriate to the matching of live content with high data 

dimensionality due to the limitation of their subscription space partitioning techniques, 

which bring either low matching throughput or high memory overhead. 

PROPOSED SYSTEM: 

We propose a scalable and reliable matching service for content-based pub/sub service in cloud 

computing environments, called SREM. Specifically, we mainly focus on two problems: one is 

how to organize servers in the cloud computing environment to achieve scalable and reliable 

routing. The other is how to manage subscriptions and events to achieve parallel matching among 
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these servers. We propose a distributed overlay protocol, called Skip Cloud, to organize servers in 

the cloud computing environment. Skip Cloud enables subscriptions and events to be forwarded 

among brokers in a scalable and reliable manner. Also it is easy to implement and maintain. 

Advantage: 

1. We propose a scalable and reliable matching service for content-based pub/sub service in 

cloud computing environments, called SREM. 

2. We propose a hybrid multidimensional space partitioning technique, called HPartition 

SSPartition. 

3. To alleviate the hot spots whose subscriptions fall into a narrow space, we propose a 

subscription set partitioning,  

4. Through a hybrid multi-dimensional space partitioning technique, SREM reaches scalable 

and balanced clustering of high dimensional skewed subscriptions 

The proposed event matching service can efficiently filter out irrelevant users from big data 

volume, there are still a number of problems we need to solve. Firstly, we do not provide elastic 

resource provisioning strategies in this paper to obtain a good performance price ratio. 

Scope is to design and implement the elastic strategies of adjusting the scale of servers based on 

the churn workloads. Secondly, it does not guarantee that the brokers disseminate large live content 

with various data sizes to the corresponding subscribers in a real-time manner. For the 

dissemination of bulk content, the upload capacity becomes the main bottleneck. Based on our 

proposed event matching service, we will consider utilizing a cloud-assisted technique to realize a 

general and scalable data dissemination service over live content with various data sizes. 

SYSTEM ARCHITECTURE 

 
Fig.1: System Architecture 

 

 

 

 

DATA FLOW DIAGRAM: 
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1. The DFD is also called as bubble chart. It is a simple graphical formalism that can be used 

to represent a system in terms of input data to the system, various processing carried out 

on this data, and the output data is generated by this system. 

2. The data flow diagram (DFD) is one of the most important modeling tools. It is used to 

model the system components. These components are the system process, the data used by 

the process, an external entity that interacts with the system and the information flows in 

the system. 

3. DFD shows how the information moves through the system and how it is modified by a 

series of transformations. It is a graphical technique that depicts information flow and the 

transformations that are applied as data moves from input to output. 

4. DFD is also known as bubble chart. A DFD may be used to represent a system at any level 

of abstraction. DFD may be partitioned into levels that represent increasing information 

flow and functional detail. 

 
Fig.2: Data flow diagram  

MODULES DESCSRIPTION: 

Datacenter / Broker creation: 

In the primary module, we build up the Datacenter creation and Broker Creation. To help extensive 

scale clients, we consider a distributed computing condition with an arrangement of geologically 

appropriated datacenters. Each datacenter contains countless (agents), which are overseen by a 

datacenter administration benefit. Our approach is appropriate for vast and sensibly stable 

conditions, for example, that of a venture or a server farm, where solid distribution conveyance is 

wanted disregarding disappointments. As future work, we might want to misuse our plan to take 

into consideration multi-way stack adjusting, and bolster some of P/S advancement procedures, 
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for example, membership covering. It gives a conceptual and abnormal state interface for 

information makers (distributers) to distribute messages and purchasers (endorsers) to get 

messages that match their advantage. 

Clustering Method: 

Bunch is a gathering of items that has a place with a similar class. At the end of the day, 

comparative articles are assembled in one bunch and divergent items are gathered in another group. 

Assume we are given a database of 'n' objects and the parceling technique develops 'k' segment of 

information. Each parcel will speak to a bunch and k ≤ n. It implies that it will arrange the 

information into k gatherings, which fulfill the accompanying necessities: 

 Each gathering contains no less than one protest.  

 Each protest must have a place with precisely one gathering. 

Content Space Partitioning: 

The substance space is apportioned into disjoint subspaces, every one of which is overseen by 

various dealers. At that point each best bunch just handles a subset of the whole space and inquiries 

few competitor memberships. The entire substance space into non-covering zones in light of the 

quantity of its specialists. From that point onward, the dealers in various inner circles who are in 

charge of comparable zones are associated by a multicast tree. 

Event Matching: 

The information replication plans are utilized to guarantee solid occasion coordinating. For 

example, it publicizes memberships to the entire system. While accepting an occasion, each 

specialist decides to forward the occasion to the relating agent as indicated by its steering table. 

These methodologies are lacking to accomplish adaptable occasion coordinating. 

Routing Method:  

The steering procedure normally coordinates sending based on directing tables, which keep up a 

record of the courses to different system goals. In this way, building steering tables, which are held 

in the switch's memory, is critical for proficient directing. Most steering calculations utilize just a 

single system way at any given moment. Multipath steering systems empower the utilization of 

numerous elective ways. Prefix steering in SkipCloud is for the most part used to productively 

course memberships and occasions to the best bunches. Note that the bunch identifiers at level are 

created by affixing one b-ary to the comparing groups at level I. The connection of identifiers 

between groups is the establishment of directing to target bunches. Quickly, while getting a 

directing solicitation to a particular bunch, a merchant looks at its neighbor arrangements of all 

levels and picks the neighbor which imparts the longest basic prefix to the objective Cluster ID as 

the following bounce. The directing task rehashes until the point that a merchant can't discover a 

neighbor whose identifier is more nearer than itself. 
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CONCLUSION 

This paper presents SREM, an adaptable and dependable occasion coordinating administration for 

content-based bar/sub frameworks in distributed computing condition. SREM associates the 

merchants through a circulated overlay SkipCloud, which guarantees solid availability among 

representatives through its multi-level groups and brings a low steering idleness through a prefix 

directing calculation. Through a cross breed multi-dimensional space apportioning procedure, 

SREM achieves versatile and adjusted bunching of high dimensional skewed memberships, and 

every occasion is permitted to be coordinated on any of its hopeful servers. Broad examinations 

with genuine organization in light of a CloudStack testbed are led, creating comes about which 

exhibit that SREM is compelling and down to earth, and furthermore introduces great workload 

adjust, adaptability and unwavering quality under different parameter settings. In spite of the fact 

that our proposed occasion coordinating administration can effectively sift through unimportant 

clients from enormous information volume, there are as yet various issues we have to comprehend. 

Right off the bat, we don't give versatile asset provisioning methodologies in this paper to get a 

decent execution value proportion. We intend to outline and execute the flexible systems of 

modifying the size of servers in light of the beat workloads. Furthermore, it doesn't ensure that the 

dealers spread vast live substance with different information sizes to the relating supporters in an 

ongoing way. For the spread of mass substance, the transfer limit turns into the primary bottleneck. 

In view of our proposed occasion coordinating administration, we will consider using a cloud-

helped strategy to understand a general and versatile information spread administration over live 

substance with different information sizes. 
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