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ABSTRACT 

In cloud computing, Public cloud servers are used by users to store data. As more clients are using the 

public more security needs to be incorporated. More and more clients would like to store their data to 

public cloud servers (PCSs) along with the rapid development of cloud computing. New security 

problems have to be solved in order to help more clients process their data in public cloud. The users will 

delegate its proxy to process his data and upload them, when the client is restricted to access PCS. Data 

integrity maintenance is also an important security problem in public cloud storage. It enables the users to 

check whether their outsourced data are kept intact without downloading the whole data. From the 

security problems, we propose a novel proxy-oriented data uploading and remote data integrity checking 

model in attribute oriented cryptography with formal definition, system model, and security model. Then, 

a concrete AOC protocol is designed using the graph based approach. The proposed AOC protocol is 

provably secure based on the hardness of computational Diffie–Hellman problem. Our AOC protocol is 

also efficient and flexible. Based on the original client’s authorization, the proposed AOC protocol can 

realize private remote data integrity checking, delegated remote data integrity checking, and public 

remote data integrity checking. 

1. INTRODUCTION 

1.1 Cloud computing 

Cloud computing is the use of computing resources (hardware and software) that are distributed 

as a service over a network (typically the Internet). The name comes from the common use of a 

cloud-shaped symbol as ageneralization for the complex setup it contains in system diagrams. 

Cloud computing assigns remote services with a user's data, software and calculation. Cloud 
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computing consists of hardware and software resources made unfilled on the Internet as 

succeeded third-party services. These services typically provide access to innovative software 

applications and high-end networks of server computers. 

 

Structure of cloud computing 

1.2 Working of Cloud Computing 

The goal of cloud computing is to apply customary supercomputing, or high-performance 

computing power, normally used by military and research facilities, to execute tens of trillions of 

computations per second, in consumer-oriented applications such as economic portfolios, to 

deliver custom-made information, to provide data storage or to power large, immersive computer 

games. 

 

The cloud computing uses networks of large groups of servers classically running low-cost 

consumer PC technology with focused connections to spread data-handling chores across them. 

This shared IT setup contains large pools of systems that are linked together. 

Often, virtualization techniques are used to exploit the power of cloud computing. 
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1.3 Characteristics and Services Models 

The prominent characteristics of cloud computing based on the definitions provided by the 

National Institute of Standards and Terminology (NIST) are outlined below: 

 On-demand self-service: A consumer can separately provision computing competencies, 

such as server time and network storage, as needed spontaneously without demanding 

human collaboration with each service’s provider.  

 Broad network access: Competences are presented over the network and retrieved 

through standard mechanisms that sponsor use by assorted thin or thick client platforms 

(e.g., mobile phones, laptops, and PDAs).  

 Resource pooling: The provider’s computing resources are collective to serve several 

consumers using a multi-tenant model, with changed physical and virtual resources 

enthusiastically assigned and reassigned conferring to consumer demand. There is a sense 

of location-independence in that the customer mostly has no control or knowledge over 

the precise location of the providing resources but may be able to require location at a 

higher level of abstraction (e.g., country, state, or data center). Examples of resources 

include storage, processing, memory, network bandwidth, and virtual machines.  

2. LITERATURE SURVEY 

Z. Fu et al proposed a work which states that a great number of data are subcontracted to the 

cloud by data owners inspired to access the large-scale computing resources and economic 

savings. To keep data privacy, the penetrating data should be encrypted by the data owner 

beforehand outsourcing, which makes the traditional and well-organized plaintext keyword 

search technique unusable. So how to design an efficient, in the two aspects of exactness and 

productivity, searchable encryption scheme over encrypted cloud data is a very interesting task.  

 

In this work, for the first time, they proposed a real, well-organized, and flexible searchable 

encryption scheme which supports both multi-keyword ranked search and matching search. To 

support multi-keyword search and result bearing ranking, we adopt Vector Space Model (VSM) 

to form the searchable index to reach accurate search results. To progress search efficiency, we 

design a tree-based index structure which caresmatching search to take advantage of the 
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powerful computing capability and resources of the cloud server. With our designed matching 

search algorithm, the search proficiency is well improved. We propose two protected searchable 

encryption systems to meet different privacy requirements in two threat models. Extensive 

experiments on the real-world dataset validate our analysis and show that our proposed solution 

is very efficient and effective in supporting multi-keyword ranked parallel searches. 

 

Y. Ren et al stated that cloud storage is now a hot research topic in information technology. In 

cloud storage, date security things such as data confidentiality, integrity and convenience become 

more and more central in many commercial applications. Recently, many provable data 

possession (PDP) schemes are proposed to keep data integrity. In some cases, it has to give the 

remote data tenure checking task to some proxy. However, these PDP schemes are not secure 

since the proxy vittles some state information in cloud storage servers. Hence, in this paper, we 

propose an effective mutual certifiabledemonstrable data possession scheme, which exploits 

Diffie-Hellman shared key to build the homomorphic authenticator. In particular, the verifier in 

our scheme is refugee and independent of the cloud storage service. It is wealth noting that the 

offered scheme is very efficient compared with the previous PDP schemes, since the graph based 

operation is not required. 

 

M. Mambo et al proposed a new kind of digital proxy signature is proposed. The proxy signature 

allows a nominated person, called a proxy signer, to sign on behalf of annew signer. Grouping of 

the proxy signatures is shown from the point of view of the degree of assignment, and conditions 

of a proposed proxy signature for partial delegation are clarified. The proposed proxy signature 

scheme is based on the discrete logarithm problem. Compared to the repeated execution of the 

ordinary digital signature schemes, it has a direct form, and a verifier does not want a public key 

of a user other than the unique signer in the verification stage.  

 

Moreover, it requires less amount of computational work than the repeated execution of the 

signature schemes. Due to this effectivenesscomposed with the delegation property, an 

organization, e.g. a software company, can very professionally create many signatures of its own 

by delegating its signing operations to many employees. Another smart feature of the proposed 

schemes is their highapplicability to other usual signature schemes based on the discrete 
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logarithm problem. For instance, designated confirmer proxy signatures can be raised. 

Furthermore, using a proposed on-line proxy updating protocol, the original signer can cancel 

proxies of dishonest proxy signers. 

 

3. METHODOLOGY 

This paper is based on the research results of proxy cryptography, identity-based public key 

cryptography and remote data integrity testing in public cloud.In public cloud, this paper efforts 

on the identity-based proxy-oriented data uploading and remote data integrity checking.By 

consuming identity-based public key cryptology, our proposed AOCprotocol is capable since the 

certificate management is excluded. AOCis a novel proxy-oriented data uploading and remote 

data integrity testing model in public cloud. We give the formal system model and safety model 

for AOCprotocol. Then, based on the graph based approach, we designed the first 

solidAOCprotocol.  

In the random oracle model, our intendedAOCprotocol is provably protected. Based on the 

original client’s approval, our protocol can realize remote checking, substitute checking and 

public checking.We propose an effectiveAOCprotocol for protected data uploading and storage 

service in public clouds. Graph based approachmethod makes identity-based cryptography 

practical. Our protocol is constructed on the graph based approach. We first review the graph 

based approach.On the other hand, the proposed AOCprotocol can also understand private 

remote data integrity checking, delegated remote data integrity checking and public remote data 

integrity checking based on the inventive client’s authorization. 

3.1 System Models 

 Original Client 

 Public Cloud Server 

 Proxy 

 KGC 

3.2 ORIGINAL CLIENT 

Original Client is an Entity, Who is going to act as an upload the massive data into the public 

cloud server (PCS) by the substitute proxy, and the main purpose is integrity testing of immense 
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data will be through the distant control. For the Data uploading and Downloading client have to 

follow the following Process steps: 

 Client can view the cloud files and also make the downloading. 

 Client has to upload the file with some demanded attributes with encryption key. 

 Then client has to make the demand to the TPA and PROXY to accept the download 

request and request for the secret key which will be given by the TPA. 

 After getting the secret key client can make the downloading file. 

3.3 PUBLIC CLOUD SERVER 

PCS is an entity which is conserved by the cloud service provider. PCS is the substantial cloud 

storage space and computation resource to retain the client’s enormous data. 

PCS can view the all the client’s details and upload some file which is useful for the client and 

make the storage for the client uploaded files. 

3.4 PROXY 

Proxy is an object, which is authorized to practice the Original Client’s data and upload them, is 

selected and authorized by Original Client. When Proxy pleases the security mω which is hired 

and distributed by Original Client, it can process and upload the original client’s data; then, it 

cannot perform the procedure. Simply say means: without the Knowledge of Proxy’s 

authentication and verification and receiving of proxy client cannot download the file which is 

uploaded by the Client. 

3.5 KGC 

KGC (Key Generation Center): an entity, when getting an identity, it produces the private key 

which matches to the received identity.Created Secret key is send to the client who is make the 

request for the secret key via mail id which is given by the Client. 

 

4. CONCLUSION 

Interested by the application needs, this paper suggests the novel safety concept of AOCin public 

cloud. The paper validates AOC system model and safety model. Then, the first 
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existingAOCprotocol is calculated by using the graph based approach technique. The 

tangibleAOCprotocol is provably secure and effective by using the official security proof and 

efficiency analysis. On the other hand, the proposed AOCprotocol can also recognize private 

remote data integrity checking, substitute remote data integrity checking and public remote data 

integrity checking based on the original client’s authorization. 
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