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ABSTRACT 

MANETS have experienced explosive growth during the last decade. Recent days, there are a large 

number of networks spanning from the well-known cellular networks to non infrastructure wireless 

networks such as mobile ad hoc networks and sensor networks. Communication security is essential to 

the success of wireless sensor network applications, especially for those mission-critical applications 

working in unattended and even hostile environments. However, providing satisfactory security 

protection in Mobile Adhoc Networks has ever been a challenging task due to various network and 

resource constraints and malicious attacks. In this connection it is concentrate mainly on security and 

privacy as well as the emerging applications of wireless sensor network. It aims to bring together 

researchers and practitioners from wireless and sensor networking, security, cryptography, and 

distributed computing communities, with the goal of promoting Privacy issues.  

INTRODUCTION - SECURITY OF MANET 

 

The major concerns with respect to support a safe and healthy communication among communicating 

nodes in an unfriendly environment. No infrastructure is followed by communicating nodes in ad hoc 

network, instead they organize themselves dynamically which results in emergence of new challenges for 

the basic security in applied architecture. Due to this sensitive infrastructure MANET can be directly 

attacked by hackers. By violating network confidentiality, eavesdroppers can approach secret 

information. Furthermore, as mobile ad hoc networks are normally designed for some particular 

environment, security solutions designed for wired network may not be suitable for them. In contrast with 

traditional networks, where dedicated routers are placed to perform the basic functionality of network, 

MANET relies on respective nodes in order to achieve the required connection among nodes. All basic 

functions like routing, data forwarding and network management are performed by all alive nodes. 

Therefore, every node must be ready for encounters every time it desires to communicate. Encounters by 

compromised nodes are much more destructive because detection of compromised nodes is hard to 

achieve. 

Providing the essential security services, for instance; confidentiality, availability, integrity, and 

authentication to mobile users, is the utmost aim of security solutions in MANET. To accomplish these 

goals, secure protocols should be designed and some access control mechanism can be applied to provide 

a secure network for mobile device in an organization. Different researchers work on the security and 

access control mechanisms. 
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2. MANETS CHARACTERISTICS 

A MANET consists of mobile platforms (e.g., a router with multiple hosts and wireless communications 

devices)--herein simply referred to as "nodes"--which are free to move about arbitrarily. The nodes may 

be located in or on airplanes, ships, trucks, cars, perhaps even on people or very small devices, and there 

may be multiple hosts per router. A MANET is an autonomous system of mobile nodes. The system may 

operate in isolation, or may have gateways to and interface with a fixed network. In the latter operational 

mode, it is typically envisioned to operate as a "stub" network connecting to a fixed internet work. Stub 

networks carry traffic originating at and/or destined for internal nodes, but do not permit exogenous 

traffic to "transit" through the stub network. MANET nodes are equipped with wireless transmitters and 

receivers using antennas which may be omni directional (broadcast), highly- directional (point-to-point), 

possibly steer able, or some combination thereof. At a given point in time, depending on the nodes' 

positions and their transmitter and receiver coverage patterns, transmission power levels and co-channel 

interference levels, a wireless connectivity in the form of a random, multihop graph or "ad hoc" network 

exists between the nodes. This ad hoc topology may change with time as the nodes move or adjust their 

transmission and reception parameters.  

2.1. Unique Parameters  

2.1.1. Bandwidth-constrained, variable capacity links: Wireless links will continue to have significantly 

lower capacity than their hardwired counterparts. In addition, the realized throughput of wireless 

communications--after accounting for the effects of multiple access, fading, noise, and interference 

conditions etc. is often much less than a radio's maximum transmission rate. One effect of the relatively 

low to moderate link capacities is that congestion is typically the norm rather than the exception, i.e. 

aggregate application demand will likely approach or exceed network capacity frequently. As the mobile 

network is often simply an extension of the fixed network infrastructure, mobile ad hoc users will 

demand similar services. These demands will continue to increase as multimedia computing and 

collaborative networking applications rise. 

2.1.2. Limited physical security: Mobile wireless networks are generally more prone to physical security 

threats than are fixed- cable nets. The increased possibility of eavesdropping, spoofing, and denial-of-

service attacks should be carefully considered. Existing link security techniques are often applied within 

wireless networks to reduce security threats. As a benefit, the decentralized nature of network control in 

MANETs provides additional robustness against the single points of failure of more centralized 

approaches 

2.1.3. Dynamic topologies: Nodes are free to move arbitrarily; thus, the network topology--which is 

typically multihop--may change randomly and rapidly at unpredictable times, and may consist of both 

bidirectional and unidirectional links.  

2.1.4. Energy-constrained operation: Some or all of the nodes in a MANET may rely on batteries or other 

exhaustible means for their energy. For these nodes, the most important system design criteria for 

optimization may be energy conservation.  
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3. ISSUES OF DATA SECURITY IN MANETS  

MANETs are prone to many security issues. Characteristics as dynamic topology, limited resources, 

limited physical security and no centralized infrastructure make those networks vulnerable to passive and 

active attacks. In passive attacks, packets containing secret information may be dropped making a 

concern for a network. Active attacks include sending packets or data forms to undefined destinations, 

missing packets, influencing other nodes and modifying the content of packets. 

The network layer in MANET use hop-by-hop strategy in order to help nodes to remain connected .It is 

very easy for malicious attacker to attack on MANET as every single node takes routing decision to 

forward packet. The main idea of network layer attack is to absorb the network traffic after inserting itself 

in working path. The attacker can create severe congestion by introducing routing loops.  

Different types of Common attacks are categorized as follows: 

3.1. Black hole Attack: In this attack, the unauthorized node tries to interrupt the communication 

between nodes by declaring that it has an optimal way to the target node. Once the node manages to place 

itself among communicating nodes, it can do anything with packets moving in the network. 

3.2. Wormhole Attack: In this attack, malicious node gets information at one end in the network and 

moves it toward another attacker node. The wormhole is referred to as tunnel that exists between two 

malicious nodes. This is the cruelest attack. Wormholes are used by the attackers in the network to 

present their node as more attractive in order to route more data through them. When attacker uses 

wormhole attack in routing protocols like, AODV and DSR, the attack tries to avoid the detection of any 

way rather than through wormhole. The existing protocols are said to be unsuitable to find valid routes if 

protection mechanism is not applied in network routing protocols. 

3.3. Sinkhole Attack: In this attack, a cooperative node gets the whole network traffic by advertising 

false routing information. It alters the confidential information after receiving whole network traffic e.g. 

modification in data packet or drop them to increase the network complexities. The performance of 

network is overall affected by sinkhole attacks, such as AODV by using flaws as increasing the sequence 

number or reducing the number of hop count. In this manner, the attacker node seems to provide optimal 

path for the hops to communication 

 

3.4. Grey Hole Attack: A grey hole attack (GH)  is a special case of the BH attack, in which an intruder 

first captures the routes, i.e. becomes part of the routes in the network (as with the BH attack), and then 

drops packets selectively. For example, the intruder may drop packets from specific source nodes, or it 

may drop packets probabilistically or drop packets in some other specific pattern. As we noted above, BH 

and GH attacks are different in nature from packet dropping attacks, where the attacker simply fails to 

forward packets for some reason. BH and GH attacks on the other hand comprise two tasks: the attacker 

first captures routes and then either drops all packets “BH attack” or some packets “GH attack” 
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4. ROUTING ATTACKS IN MANETS  

All of the routing protocols in MANETs depend on active cooperation of nodes to provide routing 

between the nodes and to establish and operate the network. The basic assumption in such a setup is that 

all nodes are well behaving and trustworthy. Albeit in an event where one or more of the nodes turn 

malicious, security attacks can be launched which may disrupt routing operations or create a DOS 

(Denial of Service) condition in the network. Due to dynamic, distributed infrastructure less nature of 

MANETs, and lack of centralized authority, the ad hoc networks are vulnerable to various kinds of 

attacks. The challenges to be faced by MANETs are over and above to those to be faced by the traditional 

wireless networks. The accessibility of the wireless channel to both the genuine user and attacker make 

the MANET susceptible to both passive eavesdroppers as well as active malicious attackers. The limited 

power backup and limited computational capability of the individual nodes hinders the implementation of 

complex security algorithms and key exchange mechanisms. There is always a possibility of a genuine 

trusted node to be compromised by the attackers and subsequently used to launch attacks on the network. 

Node mobility makes the network topology dynamic forcing frequent networking reconfiguration which 

creates more chances for attacks. The attacks on MANETs can be categorized as active or passive. In 

passive attacks the attacker does not send any message, but just listens to the channel. Passive attacks are 

non disruptive but are information seeking, which may be critical in the operation of a protocol. Active 

attacks may either be directed to disrupt the normal operation of a specific node or target the operation of 

the whole network. A passive attacker listens to the channel and packets containing secret information 

(e.g., IP addresses, location of nodes, etc.) may be stolen, which violates confidentiality paradigm. In a 

wireless environment it is normally impossible to detect this attack, as it does not produce any new traffic 

in the network. The action of an active attacker includes; injecting packets to invalid destinations into the 

network, deleting packets, modifying the contents of packets, and impersonating other nodes which 

violates availability, integrity, authentication, and non repudiation paradigm. Contrary to the passive 

attacks, active attacks can be detected and eventually avoided by the legitimate nodes that participate in 

an ad hoc network. 

5. TECHNIQUES USED TO SECURE MANET 

The security issues involved in mobile ad-hoc networks, it must elaborate on the two of the most 

commonly used approaches in use today:  i) Prevention ii) Detection and Reaction 

Prevention dictates solutions that are designed such that malicious nodes are thwarted from actively 

initiating attacks. Prevention mechanisms require encryption techniques to provide authentication, 

confidentiality, integrity and no repudiation of routing information. Among the existing preventive 

approaches, some proposals use symmetric algorithms, some use asymmetric algorithms, while the others 

use one-way hashing, each having different trade-offs and goals. Prevention mechanisms, by themselves 

cannot ensure complete cooperation among nodes in the network. Detection on the other hand specifics 

solutions that attempt to identify clues of any malicious activity in the network and take punitive actions 

against such nodes. A node may misbehave by agreeing to forward packets and then failing to do so, 

because it is overloaded, selfish or malicious. An overloaded node lacks the CPU cycles, buffer space or 

available network bandwidth to forward packets. A selfish node is unwilling to spend battery life, CPU 
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cycles or available network bandwidth to forward packets not of direct interest to it, even though it 

expects others to forward packets on its behalf. A malicious node launches a denial of service attack by 

dropping packets. All protocols defined in this category detect and react to such misbehavior. Using this 

as the basis,  

It is describe the following broad classifications: 1. Prevention using asymmetric cryptography using 

symmetric cryptography using one-way hash chains 2. Detection and Reaction  

5.1. Prevention by Asymmetric Cryptograph Asymmetric cryptographic techniques specify the 

underlined basic methodology of operation for protocols under this category. A secure wired networks or 

a similar network is required to distribute public keys or digital certificates in the ad-hoc network. 

Mathematically speaking a network with n nodes would require n public keys stored in the network. 

SAODV (an extension to AODV routing protocol) and ARAN are two of the protocols defined in this 

category.  

5.2. Prevention using symmetric cryptography Symmetric cryptographic techniques are used to avoid 

attacks on routing protocols in this section. We assume that symmetric keys are pre-negotiated via a 

secured wired connection. Taking a mathematical approach we see that a network with „n‟ nodes would 

require n * (n + 1) / 2 pair wise keys stored in the network. SAR and SRP are the two protocols that 

belong to this category 

5.3. Prevention by one way chain this category defines a one-way hash chain to prevent attacks on 

routing protocols. They protect modification of routing information such as metric, sequence number and 

source route. SEAD and Ariadne fall into this category.  

5.4. Detection and Reaction Detection on the other hand specifics solutions that attempt to identify clues 

of any malicious activity in the network and take punitive actions against such nodes. All protocols in 

this category are designed such that they are able to detect malicious activates and react to the threat as 

needed. Byzantine, CONFIDANT, DSR, CORE and a protocol that uses Watchdog and Path rater are the 

few protocols specified in this section 

6. CONCLUSION  

The dynamic nature of MANETs makes it more vulnerable to attacks at different layers. In this study 

survey on security issues in MANETs and their possible detection mechanism. The comparison between 

different detection methods is also done here. In future there may be ways to defeat these protection 

mechanisms. So this is a further potential area of research in which more powerful detection mechanisms 

can be invented. 
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