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Abstract : Data sharing is one of the significant concepts in cloud security research. Generally, cloud 
environment facilitates a scalable and flexible environment for data sharing system.  Based on valuable 
information, the cloud server assists to outsource the shared data. Cloud computing is more powerful than 
personal computing in terms of security.  Since users no longer have physical possession of their outsourced 
data, data outsourcing is relinquishing users' control over their data. As a result, the privacy of users and 
the security of data face various threats. Recent developments made in collaboration of cloud services, 
sharing of data has become an important concept in cloud systems. The study on cloud data services has 
attracted the research communities. Anyhow, none of the existing studies has confronted the necessary 
functional and security requirements. In this paper, the proposed access control strategies that ensure 
privacy reservation in the cloud environment. The proposed Gale’s algorithm takes the public key, master 
key and private revocation key as input. The most basic service rendered by  the cloud is ‘data storage’. 
Since the cloud is an untrusted environment, sharing the information in a dynamic group is a challenging 
task. In each group the administrator and the individuals can store and modify the information with identity 
privacy from an untrusted cloud server. By changing the membership functions, the variant data access 
controls are applied over stored data.  Thus, a secured data sharing scheme is adopted in three ways, initially, 
the group manager shares the secret key using the distributed key generation scheme. Then, a fine-grained 
control model is deployed on cloud user to effectively access the resources. The analysis suggests that the 
proposed scheme has implemented data confidentiality and fine-grained access control. Lastly, the conduct 
a performance analysis, which shows that the construction is efficient and practical. Finally, the detection 
of collusion attack is intentional by revoked users to protect the cloud system.  The proposed work is 
implemented in Java programming language. 

Keywords: Collaboration system, Security models, Dynamic groups, data sharing and key distribution 
system.  

INTRODUCTION 
 
Generally, cloud computing defined as the process of modeling ubiquitous, convenient, and 
on-demand network that helps to apportion configurable computing resources. The provision 
of the data is minimized managerial effort. Cloud computing is the use of computing resources 
(hardware and software) that are delivered as a service over a network (typically the Internet). 
The name comes from the common use of a cloud-shaped symbol as an abst6raction for the 
complex infrastructure it contains in system diagrams. Cloud computing entrusts remote 
services with a user's data, software, and computation. Cloud computing consists of hardware 

International Journal of Scientific Research and Review

Volume 8, Issue 4, 2019

ISSN NO: 2279-543X

Page No: 127



and software resources made available on the Internet as managed third-party services. These 
services typically provide access to advanced software applications and high-end networks of 
server computers. 

             CLOUD COMPUTING WORKING MODEL 

The goal of cloud computing is to apply traditional supercomputing, or high-performance 
computing power, normally used by military and research facilities, to perform tens of trillions of 
computations per second, in consumer-oriented applications such as financial portfolios, to deliver 
personalized information, to provide data storage or to power large, immersive computer games. 
The cloud computing uses networks of large groups of servers typically running low-cost 
consumer PC technology with specialized connections to spread data-processing chores across 
them. This shared IT infrastructure contains large pools of systems that are linked together. 
Often, virtualization techniques are used to maximize the power of cloud computing. 
Characteristics and Services Models6 

The salient characteristics of cloud computing based on the definitions provided by the 
National Institute of Standards and Terminology (NIST) are outlined below: 

 On-demand self-service: A consumer can unilaterally provision computing capabilities, such as 
server time and network storage, as needed automatically without requiring human interaction with 
each service’s provider.  

 Broad network access: Capabilities are available over the network and accessed through standard 
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, 
laptops, and PDAs).  

 Resource pooling: The provider’s computing resources are pooled to serve multiple consumers 
using a multi-tenant model, with different physical and virtual resources dynamically assigned and 
reassigned according to consumer demand. There is a sense of location-independence in that the 
customer generally has no control or knowledge over the exact location of the provided resources 
but may be able to specify location at a higher level of abstraction (e.g., country, state, or data 
center). Examples of resources include storage, processing, memory, network bandwidth, and 
virtual machines.  

Rapid elasticity: Capabilities can be rapidly and elastically provisioned, in some cases 
automatically, to quickly scale out and rapidly released to quickly scale in. To the consumer, the 
capabilities available for provisioning often appear to be unlimited and can be purchased in any 
quantity at any time. 

Measured service: Cloud systems automatically control and optimize resource use by leveraging 
a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, 
processing, bandwidth, and active user accounts). Resource usage can be managed, controlled, and 
reported providing transparency for both the provider and consumer of the utilized service. 
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RELATED WORK  

This section presents the existing study of our research study.  There have been a number of reviews 
on security and privacy in the Cloud. Xiao and Xiao  identifies the five concerns of Cloud 
computing; confidentiality, integrity, availability, accountability, and privacy and thoroughly 
reviews the threats to each of the concerns as well as defense strategies          Jianghong Wei, 
Wenfen LiuIn, et.al, 2016 proposed that build a secure and cost-effective multiauthority attribute-
based access control scheme for data sharing in the cloud storage system. The multiauthority CP-
ABE scheme supporting scalable user revocation and public cipher-text update. The scheme 
achieves the intended security properties of forwarding security and backward security and can also 
withstand decryption key exposure. A data owner defines an access policy over attributes and 
encrypts the data to outsourced under this policy. A cloud storage system, system users would 
dynamically join or leave. 

A.Gholami, J.Dowling, et.al, 2015 proposed an efficient quasi-identifier index-based 
approach to ensure privacy preservation and achieve high data utility over incremental and 
distributed data sets on the cloud. Quasi-identifiers, which represent the groups of anonymized 
data, are indexed for efficiency. An algorithm is designed to fulfill the approach accordingly. 
Evaluation results demonstrate that with the approach, the efficiency of privacy preservation on 
large-volume incremental data sets can be improved significantly over existing approaches. 

 Po-Wen Chi and Chin-Laung Lei, et.al.,2015 have proposed that  the deniable CP-
ABE scheme is to build an Audit free cloud storage service. A net cloud storage encryption scheme 
that enables cloud storage provides to create convincing fake user secrets to product user privacy. 
Attribute- based encryption property ensures secure cloud data sharing with a fine-grained access 
control mechanism. The fake user secrets, outside coercers, can only obtain forged data from a 
user’s stored ciphertext. The kind of encryption scheme called deniable encryption. Deniable 
encryption involves senders and receivers creating convincing fake evidence of forged data in 
ciphertext such that outside coercers are satisfied. 

Shengmin Xu, Guomin Yang,et.al, 2018 have proposed the share documents based on fine-
grained attribute based control policies, sharing data in the dynamic group in the cloud. A secure 
and efficient fine-grained access control and data sharing scheme for dynamic user groups in 
enforcing access policies based on the attribute of the data.  secure multi-owner attribute authorities 
based data sharing scheme for dynamic groups in the cloud. The secure data sharing in a dynamic 
group where the there are no fixed attribute authorities whereas the multi-owner attribute authorities 
scheme is possible. 

 C. wang, Q. Wang, et.al, the authors discussed Privacy-preserving security solution for 
cloud services. The authors proposed a novel privacy preserving security solution for cloud 
services. The solution is based on an efficient non-bilinear group signature scheme providing 
anonymous access to cloud services and shared storage servers. The novel solution offers 
anonymous authentication for registered users. Thus, user personal attributes (age, valid 
registration, successful payment) can be proven without revealing users' identity, and users can use 
cloud services without any threat of profiling their behavior. However, if a user breaks a provider's 
rules, his access right is revoked. This solution provides anonymous access, unlink ability and the 
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confidentiality of transmitted data. The authors implemented the solution as a proof of concept 
application and present the experimental results. Further, the analyzed current privacy preserving 
solutions for cloud services and group signature schemes as basic parts of privacy enhancing 
solutions in cloud services. This paped compared the performance of the solution with related 
solutions and schemes. 

PROPOSED MODEL  

SYSTEM METHODOLOGY 

This section presents the proposed methodology for the study. Generally, the entities presented 
in cloud systems compose of cloud user, cloud server and third-party auditor. Since the people are 
more concerned about their privacy, the preservation of privacy is of very important.  Preferably, 
any authority or server alone should not know any client’s personal information. Last but not least, 
the cloud computing system should be resilient in the case of a security breach in which some part 
of the system is compromised by attackers. 

4.1.1 Gale’s algorithm  

This proposed Gale’s algorithm take public key, master key and private revocation key as input. 
Private revocation key generate using public key, master key and attribute authority. To define the 
encryption policy use the privilege tree Tp.  

Step1:  First initialize the Input: PK, MKk, PRk. 

Step2: Beginning the process public key(pk) is provided. Public key(pk) based on the compute in 
master key(MKk). Next key generation process in private key sector. 

Step3: With the help of attribute authority Au create the private key (SK). Private key set 
(SKu)value is equal to private revocation key, also assign revocation key to cloud storage. 

ALGORITHM  

Input: PK, MKk, PRk 

Begin 

Provide PK0 

Compute MKk 

Key Generation (PRk) 

 {   

 (PK,MKk,Au) → (CT, VR) 

 {Tp} p →{0,1,….r-1} 

 Compute SKu=(PK ,MKk, Au ).{Tp} 
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 SK u =PRk ;      {u=0,1,…n-1} 

 Assign PRk→CS //Cloud storage 

 } 

Then read file from user and perform encryption and decryption using private and public key. 
During encryption verification set (VR)also given with cipher text(CT). 

 Read file from user 

 PK,M,{Tp},PRk → (CT,VR) 

 } 

 Decryption 

 { 

 (PK, SKu, CT)→M; 

 SKu = PRk; 

 } 

 Encryption(M) = Decryption(M) 

In the user revocation process get the revoked user and corresponding attribute key and create 
attribute set(ATp) including a tree Tp. Data stored in the cloud storage unit(CSU). 

User Revocation 

{ 

getAk; 

Au → Auk   // Au controlled by Ak 

Auk → {Tp} 

Auk.{Tp} =>ATp 

} 

Store data onto the Cloud Storage Unit (CSU) 

} 

With the help of attribute authority Au create the private key (SK). Private key set (SKu ) 
value is equal to private revocation key, also assign revocation key to cloud storage. Then read file 
from user and perform encryption and decryption using private and public key. During encryption 
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verification set(VR) also given with cipher text(CT).In the user revocation process get the revoked 
user and corresponding attribute key and create attribute set(ATp) including a tree Tp. Data stored 
in the cloud storage unit(CSU). 

    
PRIVACY PRESERVING SECURE ACCESS CONTROL MECHANISM  

This section presents the working model of our secured data sharing schemes in a 
collaborative cloud. First, the system is divided into multiple security domains like Personal domain 
(PSD) and Public domain (PUD). Each domain controls only a subset of its users. For each security 
domain, one or more authorities are assigned to govern the access of data. For personal domain it 
is the owner of the PHR itself who manages the record and performs key management. This is less 
laborious since the number of users in the personal domain is comparatively less and is personally 
connected to the owner.  

 The following are the phases involved in the proposed process, explained as follows: 

a) Cloud Module: A local cloud with abundant storage services was created. Using their created 
account, the cloud users can upload/ download/ any actions on their storage.  

b) Group Manager: The responsibilities of group manager are: generation of system parameters, 
registration of users and its revocation maintenance, non-revealing the identity of users 

c) Group Member: It is a set of registered users that helps to store the private data and also shares the 
data with others. Depends upon the trust value given by users, the group members are selected.  

d)  File security: It helps to encrypt the files. Either the group manager or data owner deletes the files.  
e) Group signature: A group signature scheme allows any member of the group to sign messages while 

keeping the identity secret from verifiers.  
f) User revocation: User revocation is performed by the group manager via a publicly available 

revocation list (RL), based on which group members can encrypt their data files and ensures the 
confidentiality against the revoked users.  

g) Collusion attacks:  The trust management service is used which provides an interface between users 
and cloud services for effective trust management. However, guaranteeing the availability of trust 
management service is a difficult problem due to the unpredictable number of users and the highly 
dynamic nature of the cloud environment. It is not unusual that a cloud service experiences attacks 
from its users.. 

Evaluation Matrix: 

The source LP problem and the encrypted (c(t) are solved. The test benchmark analyzed the 
LP problem ranges from 5000 to 30000 cloud users. Time is the motivational metric used for 
validating the proposed algorithm. Since, each cloud users possess different outsourcing key, thus, 
the time taken for generating keys are investigated. The performance analysis is carried out in the 
multi-user application of the public cloud storage. It deploys in tree- based key agreement structure. 
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i. Effectiveness: 
The analysis of effectiveness depicts the vector commitment over the 
registered attributes. Since each data vector into lattices of outsourced in 
effectiveness value in time duration. 

ii. Efficiency 
From the perspective of data user, the response of the searched query is 
depicted with its LP solver for every data vector. It is efficiently computed 
by the cloud server via lattices of n-dimensional vectors. 

iii. Generation speed of outsourced key: 

The generation speed of the outsourced key depicts the preservation of 
computing resources between the cloud clients and cloud server using the 
proposed mechanism.  

Number 
of Cloud 
Users 

C(t) 
Effectiveness 
(data vector into 
lattices (sec)) 

Efficiency 
(query 
search time 
(sec) 

Outsourced 
key 
generation 
(original to the 
cloud server) 
(sec) 

5000 4 0.164 24.3 0.897 

10000 6 0.23 24.6 0.895 

15000 9 0.35 24.6 0.896 

20000 12 0.62 26.6 0.92 

25000 14 1.023 26.1 0.922 

30000 15 3.089 27.02 0.925 

35000 16 3.78 27.23 0.923 

40000 18 3.589 28.69 0.926 

50000 20 3.587 28.36 0.925 

 

 Performance results 

It is evident from the table 5.1, that the proposed outsourcing model yields better 
performance in terms of effectiveness, efficiency and outsourced key generation. It means 
that the end-user is confident and secured about their data resided at the cloud.  

The effectiveness obtained when the keys are given to the cloud users is shown Fig 5.1 
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  performance comparison in terms of effectiveness and outsourced key generation  

The efficiency obtained when the keys are given to the cloud users is shown Fig 5.2 

 

 

 performance comparison in terms of efficiency. 
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6. CONCLUSION 

 Recently, people are progressively relying on online storage systems that facilitates anywhere, 
anytime access.  All of the services concerns about security and privacy because of the storage of sensitive 
information. Based on the cloud scenario, the privacy risks of cloud storage are defined. The data may get 
damaged due to following reasons such as data security, documents leaked, and server crashes. In order to 
prevent the confidentiality of the data, the leakage of the data should be presented in a cloud network. 
Usually, the data is segmented, encrypted and then stored into cloud server. If any single node fails, 
eventually, the integrity of the data is also degraded. Confidentiality and integrity are two parameters 
evaluated to design secured cloud network systems. A conventional mechanism in security technology has 
created an impact over message digital signature that ensures the integrity of the file. The retrieval of all 
documents either remote or local server, the integrity of data is not feasible. Additionally, the need for 
reliable and efficient method of fault tolerance model can also restore the integrity of files.   
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