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Abstract— Today in versatile processing situation, 
bunches of issues like information synchronization, portable 
exchanges, information security, and so forth are creeping up. 
Information synchronization is a possess a major challenge 
because of the fact that in portable condition most of the time 
mobile devices are disengaged to the server because of low 
data transfer capacity.  

 
A ton of explores run obstruction for information 

synchronization between the portable database and server-
side database. Synchronization is done when a server 
connects with mobile devices. In this paper, we analyze 
current information synchronization calculations for the 
match-up between the portable side database and server-side 
database. Additionally, this paper finds a method for moving 
toward another answer for synchronization in the present 
portable time. 

   
Index Terms— Mobile Database, Synchronization, Mobile-side 

Database, Server-side Database, Mobile Computing.  

I. INTRODUCTION   

The current and today’s need in mobile technology and 
equipment are responsible for development of new computing 
environment and various small size devices such as PDAs 
(Personal Digital Assistants), smart phone, Hand-held PCs etc. 
As distinct network technology is combined with the mobile 
devices hence business processing information can be available 
on moving devices. So, the business models are now depending 
on mobile technologies. 

Mobile Devices don’t have sufficient computational 
power and depends on the batteries for power. Due to limited 
bandwidth, network connection gets frequently disconnected. 
Hence it become crucial to process huge amount of stored data 
and maintain the connection with server side database. For this 
reason (because of mobile devices are frequently disconnected 
with the server) mobile device has its own mobile database to 
accomplish stable data processing. Due to narrow bandwidth it 
is very hard to continuously remain connected with server. 

Portable devices download replications of restricted 
information from an associated server side database utilizing a 
synchronization gadget that has a steady wire correspondence 
work. Utilizing the downloaded information, which is in a 

disconnected state, portable devices performs different 
functions. 

 
Fig 1: Schematic representation of general 

mobile scenario [12]. 
 

For support of mobility the work on the system disconnected 
condition is a crucial point. [4]. In intruded on environment, 
irregularities are happened between the server side database 
and the portable side database and this inconsistency is 
unavoidable. To solve this and guaranteed the integrity of the 
data synchronization technology is used. Therefore, in mobile 
device computing era, synchronization is an imperative 
subject. 

Commercial DBMS venders offer various solutions to 
data synchronization in a mobile environment. These 
solutions uses database reliant information (such as metadata) 
or use of specific functions of server side database (such as 
trigger and time stamp) [4]. So these are not autonomous of 
server-side database. In another words, the mobile (portable) 
database seller ought to be identical to the server-side 
database seller. 

Synchronization algorithms are techniques or strategies 
embraced to encourage information trade between at least two 
substances. Synchronization technique carry data over all 
substances in consistent state. Research in the field of mobile 
databases synchronization has resulted in a number of 
solutions being developed [3].  
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In this paper, analysis of various data synchronization 
algorithms were done for portable database. The main goal of 
this paper is to identify major gaps and challenges in research 
of effective synchronization algorithm for mobile database.  

The remaining layout of the paper formulated in several 
sections. In Section II, we have discussed some issues of mobile 
database like security, replication, data synchronization, 
location based querying, recovery and fault tolerance, mobile 
transactions, data privacy, data consistency etc. In Section III 
mobile data synchronization techniques are discussed. In last 
section we have finally concluded. 

 

II. Issues in Mobile Era 

In mobile computing scenario there are several changes. Some 
of them are as follows:- 

A. Data Synchronization 
B. Mobile Transaction 
C. Data Confidentiality and Privacy 
D. Data Consistency 

A. Data Synchronization:  

Data Synchronization is a procedure of implementing 
consistency in data from source data storage to a target data 
storage and vice versa. It ensures that same copy or replica of 
data are available at every point (at every device) from source 
storage to destination. In the data mirroring, synchronization is 
well used as every dataset is copied or replicated on every other 
device. 

In mobile computing there is no permanent connection 
with network and devices are frequently disconnected with 
network. For supporting versatility, interrupted work is a vital 
issue. Interrupted work can be accomplished by duplication of 
data on the portable entity before Interruption of that entity and 
it is merged with dissimilar data when the connection is again 
established. This scenario occurred when user is single, and the 
number of devices is large. In this case, entire copies are handled 
by the same user but at different times and places. 

B. Mobile Transaction:-  

 In portable surroundings, transactions might be started 
by mobile units (MU) and disseminated among a lot of versatile 
or fixed units. Mobile transactions raise at least two specific 
problems. During execution of transaction MU might be moved. 
And they might be partly or entirely disconnected. The 
movement of MU needs particular method to support data 
gathering from the MU by the nearest base station like 
MDSTPM or Kangaroo [2]. On transaction coherency have an 
effect of MU separations. 

Disconnected work indicate that at the MU local copies must 
be installed. The transactions which are local can be committed 
locally but effective endurance for global commit needs a 
connection. On the global commit aspect, disconnections arises 
a new problem of blocking the commit protocol as in 2PC. 

C. Data Confidentiality and Privacy:-  

 The democratization of omnipresent figuring (get to 
information anyplace, whenever, at any rate) emphatically 
underscores the requirement for information security. 
Confidentiality is approximately tantamount to privacy. There 
are no other choices to believing on privacy policies which are 

provided by Web Companies by the users. Although, attacks on 
database are progressively and insider execute 45% of attacks. 

Contravention of secrecy policy has infamous illustration are 
provided into the inspiration for designing of Hippocratic 
DBMS, which means to take a secrecy guaranty DBMS is able. 

While traditional database security standards, similar to 
client confirmation, correspondence encryption and server-
authorized access controls are broadly acknowledged, they stay 
defective against insider assaults. 

Applicant-based security accesses have been lately 
investigated. Still they believes on database encryption and only 
at the client side data decryption is used for keeping any 
divulgence of clear content information at the server.  

D. Data Consistency:-  

 In the database system consistency indicates to the 
fulfillment that it must changing of induce data in any provided 
database transactions in allowed ways. Any data must be 
legitimate according to all prescribed rules which is written in 
the database which included   constraints, triggers and any 
combination thereof which the application programmer might 
have wanted. This does not guarantee correction of the 
transactions in all ways (application-level code is responsible 
for this) but only that in the   contravention of any prescribed 
database constraint any programming errors cannot be resulted. 
An essential sphere for research   is consistency guarantees for 
data processed through mobile clients. Any helpful work and 
exchange processing finished with these systems are provided 
premise through these guarantees.  

 

III. Mobile Data Synchronization Techniques 

  There are two aspects which are considered in data 
synchronization mechanism in mobile computing: -  

Downloading and Uploading, when the data is transferred 
from remote server to the mobile unit using internet, called 
downloading. And whenever data is transferred from mobile 
unit (device) to the remote server using internet, called 
uploading. 

Synchronization of unordered data is called set 
reconciliation problem. There are so many strategies are 
developed for solving this problem, some of them are as given:- 

1. Mathematical Synchronization 
2. Status Flag Synchronization 
3. Timestamp Synchronization 
4. Synchronization based on message digest 
5. Log Synchronization 

 
1. Mathematical Synchronization 

In this method use of that data’s mathematical 
properties which needed to be synchronized.  There is 
need of learning about number of changes forthright to 
trademark polynomial of scientific synchronization. 
Example is the Synchronization Preservation. 

2. Status Flag Synchronization 
Entire data’s information are managed in form of status 
flags by using this synchronization by applicant 
(client).  Flag is working as indicator of data creation, 
modification or deletion in databases. An applicant can 
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simply send the item whose flag is set. This strategy is 
not properly work when multiple applicants are wants 
to synchronize their data/items at the same time. An 
example of this strategy is XML Based 
Synchronization (SyncML) [4]. 

 
3. Timestamp Synchronization 

If there is used of timestamp for synchronization 
then information is maintains by each client. That is for 
having or gathering the information about when the data 
was lastly synchronized with particular client. 
Timestamp contains that insertion, modification or 
deletion time of data. These details are useful for 
knowing that synchronization is needed or not. Also 
useful for on which data this synchronization is 
required. This strategy is an advancement of status flag 
synchronization. Like the previous status flag there are 
no information is gathered about what changes has been 
done with whom. MRDMS is the example of timestamp 
synchronization strategy [4]. 

 
4. Synchronization Based on Message Digest 

Another form of is synchronization based on 
message digest. Its solution is autonomous of merchant 
explicit database highlights and just uses standard SQL 
task [6]. Still its solution needs several no of tables on 
the server side database and mobile side database. And 
it is extremely reliant on the relational database model 
(RDBM), by using primary key, foreign keys and 
JOINs. SAMD (Synchronization Algorithms Based on 
Message Digest) is the example of this technique [4]. 
 

5. Log Synchronization 

In database log synchronization is greatly used. 
Any change which is executed as the transaction and it 
is also saved in the logs. These logs are used to 
synchronization of data/item with other client/applicant.  
Source control solutions are frequently uses/ takes this 
strategy. Time stamp Synchronization of Distributed 
Sensor Logs (Impossibility Results and Approximation 
Algorithms) is the example of this technique [10]. 

 
Various approaches and methods are suggested by the 

researchers for synchronization between mobile database and 
server-side database.  Most frequently used algorithms are:- 

1. Synchronization Algorithms Based on Message Digest 
(SAMD) 

2. Mobile Replicated Database Management 
Synchronization (MRDMS) 

3. XML Based Synchronization (SyncML) 
 

1. SAMD:- 
Data is stored in form of tables and tables are at both 

client and server side.  These tables contains multiple 
columns including Message Digest Value (MDV) column. 
Table which has MDV column known as Message Digest 
Table (MDT). These tables are at both sides (remote server 
side as well as mobile client side). Tables presented on 
remote server side are known as Database Server Data 
Table (DSDT) and Database Server Message Digest Table 
(DSMDT). At Mobile client side tables are known as 

Mobile Client Data Table (MCDT) and Mobile Client 
Message Digest Table (MCMDT).  

 

 

              
 
 

                                               
 
 

Fig 2: SAMD Synchronization Framework [4] 
 

In this algorithm, MDT table of both sides 
(mobile client and remote server) is compared for 
synchronization. The table contains a flag column and 
if any row is mismatched then flag value is set to be 1 
and this flag value indicates that there is need for 
synchronization.  

 
2. MRDMS:- 

          Client      Server 

       1 C. Changes are made in the local database.  

Sync is clicked 
       2 C to S. last_sync_time: timestamp  

matrix encoded in JSON sent 
 

 
       3 S. Decodes, compares both last_sync_time 
                      and timestamp matrix with its own  
                       timestamp matrix.  
      4 S to C. Current time at server: 
          Requirement matrix  

 
 

     5 C. Updates its database and 
             last_sync_timestamp. 

  
      6 C to S. Change matrix containing data 

       required by server. 
   
 

     7 S. Server updates its database. 
 

   Fig 3: Data Flow between Client and Server [7] 
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This algorithm is uses the time stamp for 
synchronization in mobile era. In this each table has its 
corresponding time stamp table with corresponding 
schema, managing for each cell. Only modified rows 
of timestamp table are need to be synchronized. 

 

3. SyncML:-  
is the common language for synchronizing all 

devices and applications over any network. It 
suggested the new method or standard for 
synchronization of data in mobile era. To carry data 
across network from device to device this algorithm 
depends upon the XML. 
                                  

 
 

Fig 4: SyncML Framework [9] 
 

Gaps and Demerits of Above three algorithms:- 
SAMD Algorithm although uses hash function for data 

security but it does not give the guarantee for security of data 
during transmission from one device to another. Also message 
digest computation is resource intensive.  

MRDMS does not provides security. Even it is not use 
the hash function as well. At the top of the data which are sent 
added the overhead of the matrix. 

Higher time required for synchronization in standard 
SyncML in relation of SyncML and Huffman coding. Also it 
has no specific about time held for synchronize the data. 

For researchers, all the above issues and gaps are 
motivation for further research in the field of mobile database 
and synchronization. 

IV. Conclusion 

As we know that mobile database is frequently disconnected 
with the internet and because of this disconnection there are a 
lot of issues are occurred in mobile era. The major challenge in 
today’s environment is to manage the database which is not 
continuous connected with the server. 

In this paper, the major ongoing issues of mobile era and 
mobile synchronization is discussed. Synchronization is one of 
the big challenge in current scenario. Also, discussed about the 
algorithms which are most frequently use for synchronization 
of mobile database. The evolution in mobile database and 
identification of research direction is reviewed 
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