
 

Abstract— Pervasive computing is an emerging trend associated with embedding microprocessors in 
day-to-day objects, allowing them to communicate information. This paper focuses the current state of 
the recent trends and technologies of smart environment of Pervasive Computing.  With the smart 
environment wide variety of smart devices are mutually connected, deployed and provide the seamless 
services to the users such as smart home and office, wearable devices embedded in clothing, implanted 
medical devices, transportation, controlling of heating, ventilation and air conditioning system etc. It 
furnishes the special support for the needs of the individual and society. The above applications 
enhance the user expectations and needs based on context information and analyze the data collected 
from the physical environment. Mainly the devices are connected and communicate the sensitive data 
of the user or environment through the heterogeneous network. This paper focuses on the systematic 
architecture in different application areas to enhance the better understanding of technological aspects 
of the pervasive computing.  

Keywords: Pervasive Computing, Sensor Networks, Smart Devices, Embedded, Invisible, Privacy and 

Security.  

                                          I INTRODUCTION 

 

The wave of Pervasive Computing evolved after the use of mainframe computing, personal 
computing and mini computing this new wave of computing is pioneered by Mark Weiser on 1991 
from Computer Science Lab at Xerox’s PARC. The main vision of Weiser was to establish the service 
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everywhere and his idea was to make a computer so embedded, fitting and natural without thinking 
about the size of the smart devices of the user with this environment [1]. In our day to day activities 
pervasive environment must simplify all our human burden and reduce the complexity of using new 
technologies [2][3]. Pervasive computing  make our life very smart and simple for the storage of 
electronic transmission of personal, financial and confidential data transmission under the computing 
of wireless/Sensor communication. Plenty of invisible sensors are used in the pervasive devices, 
intelligent appliances along with embedded microprocessors [4]. The main essence of this computing 
and communication is to create the effective environment that is saturated with user interaction [5]. 
Pervasive Computing works on the major technologies such as the networking advanced middle ware, 
operating systems, sensors-actuators, microprocessors and predominant use of mobile protocols. The 
traditional networking technologies are transformed by the new advancement of pervasive computing 
[6]. The human user needs are being integrated gracefully into the human usable equipments. The main 
aim of this computing is to improve the quality of life and human experience. The Internet and 
ubiquitous computing can communicate or collaborate through the wearable computers, sensor 
networks and radio frequency identification tags and embedded devices which altogether extend to a 
mesh of intelligent and smart devices [7]. 

The rest of this paper is organized as follows: Section II & III sketch out evolution of computing and 
Pervasive Applications, specific features and components of the pervasive computing, In Section IV 
current research enduring problems are outlined, In Section V & VI some privacy and security related 
challenges faced in pervasive technology is explored. In SectionVII  some possible attacks on 
pervasive computing is identified. In Section VIII Analysis on the existing security solutions. This 
paper is conclude with future research perspective on security issues in pervasive computing is 
speculated. 

II EVOLUTION OF COMPUTING 

The evolution of Pervasive Computing is diagrammatically shown in figure 1, The progress of personal 
computers and local area networks from the mid 1970 to 1990 that the independent machines growing 
to communication using the network protocol called transmission control protocol by the distributed 
computing technologies. This computing enables many computers connected to networks through 
client-server communication technology, works as high performance machines. It also provides remote 
communication through the distributed file processing system and distributed data bases [8][9][10]. 
After the appearance of personal computers, laptops from the early 1990 the distributed computing led 
to building the mobile clients. Since then the field of mobile computing has evolved [11][12]. 

 

 

Figure 1. Evolution of Pervasive Computing 
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In mobile computing the laptops palmtops, mobile phones were connected to mobile computing 
servers by means of different network services and were able to work from any place and location. 

The development of mobile computing was enhanced after the year of 1991 by Mark Weiser as 
a stepping stone to pervasive computing it makes the mobile more smart and invisible to users through 
the physical environment the individual users are revolutionized [13].  The society was in the need to 
increase the network capabilities and the power of Pervasive Computing with all embedded processor 
and miniature storage  has converted the so called mobile computing to a smart sensor based, 
intelligent application as in Pervasive Computing. 

With the rapid development of pervasive intelligent devices and smart heterogeneous network 
technologies led to a new way of computing called as a cloud computing. The cloud has promoted by 
large commercial organization such as IBM, Google, Amazon and Microsoft since first proposed by 
IBM in 2007[14][15][16]. This computing allows the user to anytime, anywhere access to resources as 
a service this enable the user to store and access data or programs virtually. 

The next step of internet evolution started from 2010 onwards. Nowadays it is popularly known as 
Internet of Things (IoT). This enables objects to connect and exchange the data by using the existing 
internet infrastructure. IoT can embed plenty of objects into a connected network. IoT embedded into 
the day today life may extend at a maximum approximately 30 billion objects by 2020. 

In this new era the Pervasive Computing and IoT, both computing are intersecting each other by 
using both technologies similar use cases such as smart cities[17], environmental monitoring, 
agriculture, home automation and health. Both technologies communicate and interact with the 
external environment through the internet. IOT and Pervasive Computing are facing similar problems 
and challenges such as human computer interaction, machine computer interaction issues beyond that 
both technologies are facing the privacy, security and ethics problems. Many of these are ongoing 
researches are constantly in the focus of the young research scholars.  

 

III CHARCTERISTICS 

Embedded: Pervasive smart devices can be implanted into the daily used objects/environment. Thus 
enables invisibility / transparency. It means the user using the service and does not involve the 
operation (Eg Automatic On/Off Lights, Temperature, control of air condition, Heating etc.). The 
above smart devices work automatically without human intervention. Context Sensitivity: These 
devices can sense the human behavior and the environment and behaves proactively even without 
human interaction. In case human interaction is needed, that could also be done by means of interface 
to instruct the device. These devices can understand the human behavior and the environment when 
trained. Autonomous: Pervasive devices work proactively even without the human intervention 
[18][19]. Based on the above characteristics numerous pervasive projects are taken in interdisciplinary 
area such as education, health, home, cities and military. The following figure 2 shows unique 
properties of Pervasive Computing. 
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Figure 2 Properties of Pervasive Computing 

 

IV PERVASIVE COMPONENTS 

     The main task of Pervasive Computing is to create and develop the smart environment by using 
sensor and computing device that provide transparent access of service to the users. NETWORKS: 
Pervasive devices can be communicated or connected to the environment through the pervasive 
networks. The networks may be fixed network, fixed wireless network or sensor network. By using the 
above networks pervasive devices can work smart and the services are accessed by the user anywhere 
and anytime [20][21]. MIDDLEWARE: Middleware is placed between the applications and 
communication networks. Middleware acts as glue that join all pieces of pervasive applications. It is a 
set of software bundle that makes the communication between applications and networks. The main 
attribute of pervasive middleware systems is to provide management of system resources such as 
service management, context management and data management using ontology allows the application 
of various measures of semantic similarity based on the structure of the ontology. APPLICATIONS: 
Pervasive computing has many more user friendly and environment centric applications. The user data 
is collected from the environment and processed by middleware and application software. DEVICES: 
In the pervasive environment the sensor integrated devices can be used such as PDA's, mobile device 
appliances, smart devices etc. The sensor based devices can work automatically with the help of 
pervasive networks [7][8]. It includes various types of sensors and actuators and drivers and controllers 
to handle them in a transparent and effective way. 

 

 

Figure 3 Components of Pervasive Computing 
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IV PERVASIVE COMPUTING TECHNOLOGIES 

 This area discuss about the fundamental requirements of pervasive technologies used to construct the 
interactive environment. The following fields make the devices so embedded and avail the service to 
anywhere, anyplace and anytime. 

A. Automatic Identification 
This frame work doing two unique functions such as identifying the objects and persons from certain 

distances. The auto Id frame work Include scanner tag, RFID (Radio Frequency Identification), smart 
card and biometric. Scanner tag can recognize raw things, tracking the business process, overseeing 
stock and coordinating for shipments. It uses the Radio wave for identification, It has a small chips and 
antenna which is associated with chips that can communicate from 100m to 2km. This can decode and 
encode the individual data smartcard integrated with microcontroller chip and integrated circuit chip 
this smart card used worldwide. Another automatic identification technology is biometrics, it can 
recognize the individual access to a pervasive computing [20][21][22] such as finger prints, geometry 
ear lobe, retina, voice wave, DNA. This can be used for business and individual security. 

Localization Technology 

This technology can equip the smart objects with appropriate transmitter and receivers that provide 
the accurate location of the device involved in this computing. The Appropriate necessity of the 
location is to track the user’s geographic position. Three types of localization technology currently are 
used in pervasive computing. They are GPS (Global Position System), Cellular supported system and 
indoor localization systems. Many researches are going on in Indoor localization technology. Many 
companies are involved in developing localization system for Indoor Localization system. RADAR 
from Microsoft many wide variety of research occur for indoor systems [22][3][24].   

B. Sensor Technology  
   This technology is the art of pervasive computing devices. It can capture and analyze the real world 
object. The qualitative or quantitative sensors register the environment conditions, amplifies, process 
and relay the data as digital signal now a days this technology can highly integrate with pervasive 
devices. Different varieties of sensors are currently [25][26] used such as thermal, acoustic, visual, 
infrared, magnetic and many more. These sensors can analyze and measure the temperature, humidity, 
vehicular movements, lighting the conditions, pressure, noise levels present research innovation 
concentrate on wireless sensor networks issues and MEMS. 

      D HMI (Human Machine Interaction) 

A Human Machine Interface basically, is a well- structured combination of hardware and software 
components which enable all users to provide inputs which later on gets converted into signals by these 
machines [27][28][28].  

International Journal of Scientific Research and Review

Volume 8, Issue 4, 2019

ISSN NO: 2279-543X

Page No: 89



 

 

The figure 4 shows how human can make the interaction to the machine through the sensors and 
actuators. It provides all users with the power to control as well as operate a 
system/instrument/machine with artificial intelligence playing a very pivotal role in HCI. 

A. Future Insights of Human Machine Interface (HMI) Technology 

With more and more companies shifting their focus towards the use of HMI, the future scope of this 
technological revolution appears to be fairly booming. In fact, industries such as automotive [29] [30], 
defense, aviation, medicine, etc. can benefit in leaps with machines being able to convey the right kind 
of knowledge and understanding to users.  

B. Advantages of Human Machine Interface (HMI) 

 Real-time and Historical Alarms: This includes preventive alarms which can notify operators 
about the exact area of tension in a system [31][32]. 

 Simulation: HMI systems can be deployed for simulating plants within our workplaces and 
homes. 

 Messaging: Perhaps the most interesting application of HMI is that you will be capable of 
paging, messaging, faxing, etc. someone when any particular event takes place. 

 Communication: HMI’s also enable communication between several different 

machines/systems having a high level of intelligence 

                                     V. CURRENT RESEARCH ISSUES. 

        The current research in pervasive computing emphasizes on many obstacle to make the 
availability of intelligent service on personal, local and worldwide. Some of the research issues include 
the following [33][34][35]. 

•  User Interaction 

• Integration 

• Heterogeneity 

• Scalability 

• Interoperability 

• Invisibility 
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• Modulability 

• Reliability 

• Security & Privacy 

• Adaptation 

 

One of the major difficulties is “how to enable the computing system to be invisibly embedded in the 
environment based on the user perception and requirements”, “how to minimize the size of the device” 
to enable embedding into the human wearable devices like fabric, watch, mobile devices etc. The 
design of the hardware is difficult to manufacture [36]. “The level of intelligence to be explored by the 
smart pervasive device”, a number of tiny silicon chips may be required to sense the user inputs like 
touch, feelings, habitual nature. Increased use of pervasive system has resulted in decision making 
system. Enormous amount of data generated by sensor can be useful in decision making. The learning 
method of the machine is difficult while receiving a new dynamic data from the environment which 
may lead to a new problematic situation. This is a serious issue while training the machine. In 
pervasive network infrastructures use sensors and communication network which may erode or fail due 
to environmental conditions or due to ageing [37][42]. The technology can face many security issues 
like protect the device and network from the unauthorized users [43]. By giving high security, 
providing availability only to the specific user, avoid the use of unverified techniques, protected links 
and infrastructure, sensitive data can be protected from unauthorized person [44]. Security and privacy 
issues in this environment has not explored in depth. In this new computing paradigm the real problem 
of the security and privacy are pondered by several researchers and practitioners in order that 
established mechanisms and policies may provide the adequate guarantees to deal with new exposure 
and vulnerability. The use of pervasive computing is expected to reach 30 billion by 2020. This means 
that wide range of problems get increased in the form of security and privacy related issues in front of 
individual person, organization and society. They meet many challenges and risk to enable the 
communication on this environment [46][47]. So the current research thrust is mainly on the security 
related issues and challenges and finding the better solution for security in pervasive computing. Apart 
from the technical dispute some of the social and economic problems are concerns of implanting this 
technology to our daily life as the implementing cost is huge. 

                                             VI SECURITY REQUIREMENTS 

Due to high usability of the pervasive computing technologies, the complexity of securing the user 
data gets increased. There are some unique requirements needed to guarantee the user data. A wide 
range of user data in fed to these devices for the functionality to be achieved, thus security plays a 
major role on user satisfaction. The following properties are required by a secure pervasive computing 
system. Confidentiality: This can ensure only the validated user on this computing should access, 
transfer or store the sensitive information. Integrity: Ensure only the user of the pervasive devices 
should modify the original/sensitive data no other third user are permitted to change their data. 
Availability:  The data must be available to the users of the heterogeneous pervasive network from 
anywhere and anytime. Usability: It must ensure more sophistication to the requirements and measure 
the deeper understanding of the usability of the devices [47].  
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VII PRIVACY AND SECURITY RELATED CHALLENGES AND ISSUES. 

Traditional security problems, concepts and solutions may be applicable for pervasive platforms but 
lots of new challenges of high level of risks occur on using the smart environment. The only way to 
minimize the risk of this computing is to identify the risk factors at an early stage of their development, 
as early as in the design phase of this computing [46][47]. The new security functionality of the system 
has more responsibility to the sensitive data. The security issue occurs in different ways as included 
below.    

A. Attacks: 
Various security attacks fashioned on the pervasive environment. The attacks are 

aiming the sensitive or ambient data on networks. Predominantly the smart user must protect 
their data from the attacks. Enormous attacks are possible and are examined by research work 
[48].  

B. Network Related Challenges: 
The network of this smart environment such as ad hoc networks, wireless sensor 

networks, wireless body area networks all differ from our traditional networks. In the pervasive 
environment the smart user can be connected to any one of the above networks. They can join 
and leave from this network dynamically. The user interaction poses the challenges for 
administrating the trust relationships between the different types of changing node. In wireless 
communication services the use of radio-frequency (RF) wave for data transmission, a number 
of possible attacks occur on the communication medium [46][47]. 

C. Exposure of Private Information:    
Many of the user privacy related issues have occurred while data is communicated 

between networks or devices. The data exchange is done between the entities without the 
encryption. Leaking the others private data is the major issues on this computing. Hacking, 
tracking, recording others data, leaking the sensitive ambient information and accessing others 
confidential data are major exposed issues and challenges. 

D. Resource Constraints:   
Smart devices have a limited battery capacity which may lead the device to dry off the 

charge thus breaking the entire network. A separate branch of electronic research is carried out 
to ensure researchable batteries in the sensors which get charged while sensing. Natural 
degradation of these hardware devices is a greater constraint.  

E. Vulnerabilities and Threats: 
The growth of connectivity between the devices and appliances get increased. In the 

same manner the vulnerabilities and threats also increases and affects our sensitive data. The 
loss of a sensitive data may lead to adverse situations. 

 
F. Device theft and Finite Life of device: 

The frequently addressed privacy issues belong to physical loss of devices especially 
the theft of the device. The privacy leaks and misuse of the user data can take place by the 
unexpected loss of the pervasive devices. Another major issue is the life span of the electronic 
gadgets which is not guessed when and how the device suddenly stops functioning. 
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G. User  Interaction Issues: 
The nature in which the device interacts with the user is a major issue. The functioning 

of the device and ultimately the pervasive network may lead to adverse results, if the data 
interpreted by the device are vague or misleading. This must be considered in the earlier stages 
of development of the pervasive computing devices [48][47]. 

H. Security Policies: 
Most of the security policies are implemented in a flexible and convenient way by the 

administrators with help of policy management software. This policy management software 
may breach the security, In this circumstance the security policy must not be known by others.   

 
VII POSSIBLE SECURITY ATTACKS. 

Apart from the security challenges in pervasive computing various predominant attacks 
have been recognized on these heterogeneous networks. This type of attacks can motivate the 
researchers to identify and examine the nature of these attacks. These attacks are to be 
considered at the designing stage of the pervasive environment [49][50][51]. 

        A. Denial of Services (DoS) 

Denial of Service is blocking the services or resources of this computing network to the 
intended users. This kind of attacks occurs on the poor security protected system. DoS attacks 
include power-draining, network jamming, denial of proof and On-Off attacks appear on the 
transmission links.  

B. Man in the Middle Attacks (MIMA) 
             This attack is commonly addressed in the name of impersonation attacks. Unauthorized 
access of the sensitive data is done by the third party while in delivering the service 
authentication of the appliances. Man-in-the-middle-attacks happen anywhere when the 
attacker acts as a part of the system and breaches the participants in the network thus acquiring 
the sensitive data.  

C. Spoofing 
Spoofing is a malicious third party attack done on the devices of the network, in an 

unauthorized way to launch the attacks against the network hosts, steal data, spread malware 
and bypass access control. 

D. Sybil 
Sybil can affect the peer to peer networks it can occur on the insecure devices. The 

attacker uses many identities and act maliciously for steeling information or disturbing the 
communication. 

E. Phishing 
It can happen in the corporate or governmental networks as a part of the larger networks 

the phishing attack can cause adverse result.   

F. Eavesdropping 
It is one of major attacks occur on the pervasive devices often using the public 

communication infrastructure the attacker can easily attack the exchanged data. Eves-dropping 
may be either active or passive eavesdropping. The attacker may remain silent just watching the 
exchange of data in the network as a passive eves-dropper. Or the attacker may participate in 
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the communication as an active participant of the communication and thus attaining the 
sensitive information from the network [52]. 

G. Cyber Attacks 
This attack can harm the physical assets such as transformers, circuit board, smart 

meters and cable. 
H. Password Hacking 

It is one of the major key cryptanalytic attacks such as password guessing, thus can 
impact of confidentiality by breach. 

 

 VII EXISTING SECURITY COUNTER MEASURES. 

           Various preventive security mechanisms are analyzed in the pervasive computing as enumerated 
in the following [53]-[60] 

A. Access Control and Authentications: 

 In the pervasive environment different type of contextual information is exchanged through 
the heterogeneous network. Access control is implemented in the form of static and dynamic 
attributes. It includes location of the smart user, tracking of time, role of the user (measured by the 
different access control mechanism). The use of the sensitive information needs this type of access 
control mechanisms. The next important mechanism needed to incorporate a smart environment is 
authentication. Some of the unique authentication mechanisms are using the pervasive smart 
devices to authenticate the right user of the devices such as palm print, finger print and iris and face 
identification and behavioral modulated traits of the user such as walking, pen-strokes, gesture 
patterns etc. The Major category of the authentication mechanisms may be context based, Role 
based or it may be proximity based and trust based authentication is given to the smart devices to 
protect it from the third party access [54][55]. 

B. Cryptographic Protocols:  

           Pervasive computing has many resource constrained devices that protect the data by applying 
the cryptographic protocols such as symmetric key/Asymmetric encryption-decryption algorithm, 
hashing, light weight protocols smart secure algorithms, price algorithms, biometric algorithms are 
applied to secure the smart environment [56].  

C. Privacy-Preserving Mechanisms: 

Privacy is the most important mechanism needed in the pervasive environment. The user data is 
hid by the privacy mechanisms and clocking the right information to the right user. By hiding the 
information based on the privacy of user as per the user preferences helps to exchange data across 
the multiple networks by hiding the information by removal of information, Obfuscation, masking, 
and combining the fake with real data [57].   

D. Trust management: 

Cryptographic algorithms are used in the resource constrained network such as WSNs, 
MANTs, VANTs but it is not identifying the faults in the packet while communicating. To secure 
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the packet on large scale networks it must be analyzed by trust management and computations. The 
trusted information may collect the details about the node behavior, monitoring the behavior of the 
entities [58]. 

VIII. CONCLUSION AND FUTURE DIRECTIONS.  

Technology is rapidly growing in every aspect of our life and day to day needs. Pervasive 
computing can enhance the life style of the people through the services available to anyone, 
anytime and anywhere. This paper provides an ample overview of security-related research issues 
and challenges available in pervasive computing environment and paves the way to synthesize and 
categorize the possible attacks and threats and the security challenges. The future research is going 
to focus more on the new counter measures in implementing security against various attacks and 
thus helps to enhance the privacy of the individual smart user of the society. 
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